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As emerging technologies such as
Al, quantum, and drones increasingly
converge with the security domain, the
nature of hybrid threats is becoming
more complex and persistent. Threats
such as disinformation, cyberattacks,
and disruptions to critical infrastruc-
ture—arising across multiple dimen-
sions—are emerging as key factors
destabilizing the international security
order, driven by the combined actions
of military and non-military, physical
and digital, state and non-state actors.

In particular, the intensifying strate-
gic competition between the United
States and China and the prolonged
dynamics of technological hegemony
are amplifying global conflicts over re-
sources and technology. At the same
time, the proliferation of advanced
technology-based weapon systems
and the deepening of cognitive war-
fare are fundamentally transforming
the character of warfare. Consequent-
ly, securing technological sovereignty
and strengthening societal resilience
have emerged as top priorities in na-
tional security strategies.

009

Against this backdrop, the 2025 World
Emerging Security Forum(WESF),
held under the theme “The Evolution
of Hybrid Threats and International
Security, provided a venue for domes-
tic and international experts to engage
in in-depth discussions on key security
challenges such as cognitive warfare,
emerging technologies and threat dy-
namics, and the resilience of critical
infrastructure. A preceding roundtable
brought together Korean experts from
government, industry, and academia
to review relevant security agendas
and to share and coordinate diverse
perspectives.

Participants at the Forum empha-
sized the importance of enhancing
national-level situational awareness,
strengthening the resilience of critical
infrastructure, expanding cooperation
among government, industry, and ac-
ademia, and advancing multilateral
responses through the establishment
of international norms in the face of
a multidimensional security environ-
ment. They also underscored that
Korea, having established itself as a
leading technological nation, should
play a proactive role in laying the foun-
dation for cooperation within the inter-
national community.
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@ EU CHRIASAMH|A(EEAS) Hlof| =X, Sl0[H2|E S =7t E= HI=7H IRt
EX XN ZHE ZHobV| Yo MSXN L HITSH, ZAHN & HIZAMA 858 2-E
WAO= et WO =, 5l0|2E2|E AHQI2 CiXtAX0|H MEM H HIMSH £t ™
=2 €260 YUY -MEX 02 Aot AUS. 0[2(8 A2 EHX[GHHL HAXIE £
Hol7| BEE AR Ao, sy FAFS Aol 223 FUSI Ll&otl St
MOl oA S Wallsh= A X Q2 8l(Zandee et al., 2021)

o 0|2 2SO KHSE AL T2HA|A STOK(Francis Hoffman)oi| [2H, 510|=2]
C 2012t SAl0| E 271, HI-H Tz, HIZI2lE, HEN PSS HEH2= S8lolH
EX TR AZE S0 MR X SEE A1 s 2E Hi M2S Q0Ig”

o ZA7H(2014) M0 =M, 510|22|E 02 HSHQl FAK SAL HIZAM 5
THOI:AtOH 32, BN Y, 2 5)2 Z86I0 S8 =71t HI=7H BRIAIE ot

4) Hybrid CoE. (n.d.) “Hybrid threats as a concept” (ZA1Y: 2025.6.25.)
5) Nettis (2020) “Multi-Domain Operations: Bridging the Gaps for Dominance” (Z4A4: 2025.7.18.)

A7k 7|8t ofo] TRt Bto) 2 021
I EE T

2ES 2O7|= SEHL S 2l0IoHH 50|22 = 2| SX2 Y AfelE =2
ot 2=, YR SMZFS YollolH, =7t2| 2l=2E AstA7 = Hl US. S, 50|
He|E Pe 2 EECE= Hafoh ZAL fI”H, Mo|HE 7k 2E &R/t 510|=e]
E 2Ol UOIRt =SH, #H0| SAH 2 = /U=.

o SEI2(2020) HUM0| MEM, 510[HE|E H0l2h U2 ZAIS AESIX| 21, 3
A FH O =2 Z|A6HH, SHQTE 2HoIHM M =42 HHold s T M
2F(amorphous strategy) 0|11, 50|E2|E ¢80 2HZ= ZAHAO0| &= XMo| ME gl
et OIXIE ZFEAI7 |1, SA FRet Mzl HEH(legitimacy) H TIX| F2 2 Al
2I9| HEO]| CHt X|IXIE MIA ok= A,

fE'l' OPOIHEI': °I°.=18 E'JEHa &9

2-1-3. 510|=2|= £I¥ VS sio|22|= T

@ Monaghan(2019)2 5l0|E2|= Q|§i1} 510|E2|= H™0| 27| O
TH=, of0|HE|E Y2 H|IZHMOI +~HES HH oA 2o
'|° _T'_EFOFOEM-I 7|_7F_ X|A-I _$_I. II_-{%GI.:’_’ Ejl- 7|g %3?*‘1’
NREaESES!
= |22|= HZ(Hybrid warfare)0|
2 %5 SE0IM MI1H°| 1*1_1‘ S —‘?—"=1§f0f7| Ploff CrFot M L HIZEAL 4=
= X 2

o
=
H5IMOo2 ARSH= X wars &2lE HI2teH(Monaghan, 2019).

b
H
=

ro
4 0o

> [l

rQ

HT

rr 19 o

1o

e >
[0 o

% 1o
Jﬁﬁr_HLH'I

[O mu rE X
HU o 1%
o R

> S

ol

40
o
fim}
0l
mjo
:lo -
H
Q'E
_1

ol
—_
o

g
LI N 1]

f

r

- Monaghan(2019)°| @24, sto]| B & 9P} slo|Bejt AR 7| EA o7 7|& =
7t 48& FEslole|= At 22 9R1E SIAJRE sto]l Bt @2 =719 97
o} HEO| JJAAH Aok FQ B} 0 & At b o] B a]: AL o] 2

3 582 7= H 5otk A4 B

o 1= "1

_;9

- Monaghan(2019)2 sto]E2|= g3} stoH 2= AAL Aol AL conflict
continuum)elA Z17] & o]l o] gloH, £ ASAZol M 23t stolHe=
Qg3 sfo|E | A Tl T1H 1S AA]

- thk, Monaghan] Fe S-Siefolut-2lAloh 23} o] setl-sjuks B4 5 2
-9 B 2 QRS W ARAS). 2 A 2 ol B 9
@} sloluel=A Agol A4 A-F-F BE et 900, F4} Hof Hito] op]
oA 91, AR, 24 9 A, A A, 2, A, A3, A 9 A

21313 A e R0l Fo) AED.
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2-1-4, =3 HH (War—fighting Domains)

2% EY(domains)dt H=
o 74 QA= 2 HAIE|0 UZ(Joint
EH(MDO, Multi-Domain Operations)2
Z Ao 2ot= e 2%5] &7

o 0| &2 Wa|(Joint Operations)0fl [2H, 35~ XIA-olA
O HE SE(07|0fl= AtO|H HBhS 2 2tHo
Publication 3-0, 2011). Of2&4, O|=29| C{HH
cyber-space-air-ground-sea?| Ctd SHE &

-] 3t FAnEo] =M, 3 M99 2FH(oint All-Domains operations)> &
T4 5%, A, oA, Ateld], 95 o) Hefl HA] AHER (electromagnetic
spectrum)©.& F+44E(U.S. AIR FORCE & U.S. SPACE FORCE, 2021; U.S AIR
FORCE, 2025).

- 2 ¥ |7t n]= Y (Department of Defense)= TFd 924 9] & g o] A7 #A
I Urh= Aol &) gron, 7Pk e (National Defense Strategy)ollA%= “o]
3ot ZAA R ot S0l A A5 ] sl ml=2 A 919 B0l A FAlel o
2 G o] AA 2T F6)|7} =0 Qlojof Fheh 31 BYAIELLL 912

- n] 24 BOIA A FAS BF, WY, 34, 95, L3 AlolH B2 57 A
o1 218 o171 el(domaingelh Y+ BT AF2E W53 1S
A2IA FAS S0l B AN A5 Bl & 5 et ol B2
of su] w3t AIFE P 4 Gl Bbole] WEA] BelY Wk geg oug?

- Nettis(2020) AFao] wWEm, o]z FHAH0] BAalo = ol of A A oo

Q1A] 99 Y(cognitive domain)°] +=2]=| 11 ¢l o u] EjFF S+ AlH T 2 HE Bk
2 Q1A o] T=s] 11 dido] ofuet, 7Y 53 JHolekar xRk Q1A g9 9]

6) U.S. Department of War. (2019) “Multidomain Operations Rely on Partnerships to Succeed” (ZA4: 2025.8.9.)
7) Nettis (2020) “Multi-Domain Operations: Bridging the Gaps for Dominance” (Z4A4&: 2025.7.18.)
8) Donnelly & Farley (2018) “Defining the ‘Domain’ in Multi-Domain” (ZA1Y: 2025.6.21.)

322, CtEYET(MDO)
HA: ’.‘J’é’!—’.‘—%“ St

J-I-xl'jlo o—|

ZX: Nettis (2020)

213, NATOS| CIHY
Zt™(Multi-Domain
Operations, 2023)

=X NATO OTAN
—Welcome to allied

Command Transformation.

(2023) “Multi-Domain
Operations in NATO
— Explained” (Z4AM:
2025.9.12.)

[310] 2ROk Sto] KM 023

o

TRAL 5 A Aol 71E9] 8T A A AAAL e, o] S HES o
w2 qu‘ioﬂ EAA DA S-S AR 78 5 FEY 752 SAISH v
=g RS AoH, FIE HFAHE R ol JNE BIE B}

7] "E]ﬂ] e 9l
- NettisQ020/= 244 B3} o] l2A|2E WA} 7|5 FeL vehd ez
AA=(CLE2)E AALL o] ZLHolA Er9lS 712 Bt & # ]th of7]of= IAl 94
o] g, AtolH] JI2 o & HMAr] AHEHOCZ HHE. WA HF(cross-cutting
sectorsh A, 7, AR 0] AL BE, A FASe 2 %L—E T3, ol e
S R AR Bsolu mH|Q10] AEA RHAIS Hold A0g, o] WAl HZolle 4
A BB TR RE 7, $5 7%, AlolH, 8, B, Frabd, Az So] 2.
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e NATOQ #x UWol= shd(Maritime), X|[&f(Land), B&(Air), $3(Space), AO|H
(Cyberspace)2| 57H & HHO| ZXH5 UL, QUZHO| OIX|-ThEt-ME| H|HZ LS5t
QIX|HM(Cognitive Warfare)0| SA6HHA, NATO LHEO|M= 015 “Hl62] TEH(The Sixth
Domain)C 2 JEsl5t WE|& XHEHS 2|5t Ma HES s =,

SPACE / CYBER / AIR / LAND / SEA

g
g
g
g
&
3
g
s
=]
s
e
5
4

9) Nettis (2020) “Multi-Domain Operations: Bridging the Gaps for Dominance” (ZA42l: 2025.7.18.)

10) Nettis (2020) “Multi-Domain Operations: Bridging the Gaps for Dominance” (ZAY: 2025.7.18.)

11) NATO OTAN - Welcome to allied Command Transformation. (2023) “Multi-Domain Operations in NATO — Explained”
(A 2025.9.12.)
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- 20209, NATOY] S Hro} QI Holeh= AlHe] A7t dHrE AL, o] AFEI
Aol A= Q1A A S A4 HLand), 314 (Sea), 35(Air), +5(Space), Ate]H(Cyber)2} &+
Al NATOS] A6l 24 9 =(The Sixth Domain of Operations)2.& 74, 214]7]
O] A2 17k 7} E Ao|a, QIZEE BH ] A FFolH, AXH2 - 7A7HL

o] Z2A|AQ 5 Ardel Hsto] FASHE ulsHA| F Aot AFata 9e.

- NATO AR+ 7]1& /AG(NWCC, NATO War-fighting Capstone Concept)}
20219] FR1=leH, o]= 2] oA L 29| sAIE A}str] et 2ol 7]ofst
31, NATOS] 2% FAH $-915 |41 - HAA1717] Y v 9 20409 7FA] A

S 2| Lol RS AIAEIAS. Y NWCCe] 4] I 94 %

o {47 23

S Qx4 2-9)(Cognitive Superiority) & 23+

b FAHY Z-gof] Tat A RS AT Y.

e 22|Ltete 02 QHE 2 Mot TSt | floll XI-of-& FHS EO @3- AfO|H- A7 |

SHOIM 2| HHXA =H| SY.

- PEFBERLE 95 Aol x| 5 A Aolo] Sl TS, UAH Xelo) B
PARARE 59517] 912 YA AEE sl gEs 5 G A4 AL

Q1¥(2024.11.22.)"

- A 4.0 F4 FANA 9, AtolH, A7) 5 A9 2Hdaig 3 A AY

A A 2T AA

12) European Parliament. (2022) “NATO study on the ‘weaponisation of brain sciences’ for the purposes of ‘cognitive warfare’
(ZA4: 2025.9.26.)

13) NATO OTAN - Welcome to allied Command Transformation. (n.d.) “The NATO Warfighting Capstone Concept”
(ZA: 2025.9.11.)

14) NATO OTAN - Welcome to allied Command Transformation. (2023) “NATO Warfighting Capstone Concept: An Adaptive
20-year Strategy for NATO and its Allies” (ZA#2!: 2025.9.29.)

15) NATO OTAN - Welcome to allied Command Transformation. “Allied Command Transformation develops the Cognitive
Warfare Concept to Combat Disinformation and Defend Against “Cognitive Warfare™” (Z442: 2025.10.7.)

16) KBS 2. (2024) “SSHZEE, 25 AL0|H- TR CHH| TIYAZITE AM" (FM: 2025.7.12.)

17) Th3t2I= R, (n.d.) =5 4.0 2 E™ L IH- F, AO[H, HXL7| S MG ZHSSIHE 2 FHEE MM U™
(BMY: 2025.8.7.)

NATO= Fgtolu mjAtdo] opd ARl 220 & 85 = A2 FE| 2] HA o] 21H
Skl =T, Ao AlEE2 28Q1 F7tollA 519174 E(disinformation)2} thH 2 =4
£ HEY o =N NATOO| thet th52] A= E l&ste] Alwstal Q2. of =3t A=k
Q1A H(Cognitive Warfare)?] Y&0 2, 5 W59 3= 26t A7) Wol 58
kSN 7B = E4S 717, Ak g dHsiAg Y (Allied Command Transformation,
ACT)= ‘A4 7Hd(Cognitive Warfare Concept) < 7H 5. E3H ACTE QI
A B Y(cognitive domain)ollA] et A T} K184 SAlol 71 Q15252 2

J2 4. 7448 B
(conceptual model)2|
Alztst

ZX: Giannopoulos et al.
(2021)

b5 9Jio] IR So| 24 025
H

2-1-5. 5lo|=e|E 2IRES Olalisr| ¢ist 2

® EU-JRC(Joint Research Centre)2t Hybrid Centre of Excellence(Hybrid CoE)0f|A=

ot0[H2|= 2I&E OfEA Jgsloll 82453 MAM2Z O{EH OloHZA|0 Ciet 2

2 X|2HGiannopoulos et al., 2021)

- EU AP L3 Aot a5 AFAEIJRO)S ste|BE|= §F tf-3-AlE|(Hybrid CoE)&
sto]B |t Y Y eyt B4 Y JIE F5o2 Jiut st PR actors),
T 7Htools), Y (domains), HA(phases) 2 A4S 35 2d-S 5o 5
7] o]3jE wrE1A} gk

- EU-JRCE} Hybrid CoE7} 35 At BE-2 99 oS Y 27| Z E(Early Warning)
A A" 5, 71 B A 04 F o B 2 35S ASE At A 9, 3417
T-EU/NATO-3]9= 7H-913 7+ 3Z(cooperation)?} F X 3F-F(sharing) ¥ thFst
@A (phases) 2 =-Htools)E ZE 7HY AU 2.5 &6l -3AA EHI=E =°l=
b 2o 2 A= 7|tgt

- AIQkgt o] 7id mdlo] ZEotalA} gt A ARE F shb= HEE “Folo] 9§ stolB
fEg TtE=7F e AL

Z(Pillar) AN
32| XK(actors) - 27 (state) EE= H|=Z7Knon-state) B4 LK}
=00l - SRR YBBH= TS MOl B2, SI9VS, o, 4, ZRI, BYHIHAH,
A2, A2 iR 28 ZHM2 S S
- 5t0[HE| = 20| 2Zot= S BY. 7I&(tech), BHl(economic), At2](social),
%42/ (domains) HX|(political), ﬁE(informationZ, AHmilitary) S 042 g<1,_=0| ISkl ) )
-7t | e EFRT| S NELE, M2t Uutso] 2AK JIX|E & Ul
HHHst7| 2fsh & 1370 9 1
47 (phases) - SJOIRIE $I3O] AIZFE T4 Zb| — AE — M3 — 54 51 S
Actor Tool Domain Activity Target
: Cradling and expioiting infrdstructure dependency TUSCAELE I Uneming deckon A I
] I Creatng o splotg economic dépandencies [ G ver
I Foreign diect Inveskent <~
W Rplraga y s 1 space 2
raging v ;
g B Giberesp W ; I Ecanomy
% I Cyher oporations. ... ‘
g I Milfary/Defence Influence I
W cuture
I Social/Societal g
&
:
INM-SM- I Public Administration e I 2
\ : 1 Legal
w-kx‘x B inteligence
= "
- Wﬁfﬂﬁ.ﬁ mln' ’f:’.’.m. m-nl ol w-wwm~.l E

= Discredifing lsadershin o candidates
- af aciors \

GostcH  ane o ovairemgit AL
= Exploiting mmigration for political influenzing I Diplmacy
' edia conirol and nterference

M Disinformation campaigns and propaganda

= Influencing curricula and academia I intormation
M Space electronic oparations
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® 5l0|22|E HH2| #Q SF2 LS 20| Yol = 5. =M7IFHNATO, EU, Hybrid RS ZEX MY, 7R HEBZHEASNSEH)0IN 02 Z5H 2 Z2 o
_ =] o) H | aa _ _ _ E5 I‘OlHEIE °|oi ;o I_I;_‘L— ) [ — = — L= o= =
- E sfojBEj = CoE)2t L ¢ E5I0f|M SEXOE ZUX5t= M HOIEES K3t 7|FO= H2| NEZQ 2 U D OIZAI=(A) S19IRE SHMO| ARS, BN M XIS &} (R Of: LLM/ZE|Z S RUR CHo) $IX|0f
e &4 T AR sete 95 MHIZ-HZ DM XIS A4, 2440 FH| RUOR X|of 017} Ol 22 EIX|
5 i iy): DM, S4-2XH0I0IX| B2 Zetst =8t A2id 43
- <eere] 2gh4(Multimodality): AR} HITAY, 40k w14, A2t B2l Sehol A DR, &4 2A-OI0IR| 2 ishs:)
R.T{2|HA 22|Mo|o Xk 12t ZH A MOlElZA = 22| ™. H| XA X
SAjo] B S0 ARG, clFich Aol FAT: Tk S, HA AL, A s e e T
A Qpto] ol o= dohe @EER S8 (R Of: BHA, SA7IKIZ, 02 ML S SQAM §72| HE-BY 2 —
A el .o A, AOIH/B2| B2 EAE HYUst A8 E2 IXE o2 B
-2/ 9 o /d(Plausible Deniability): 3249 &7} d&51A] gk =7F= A4 7H %M{}”EtﬂnﬂmmxwwﬂRWWﬂmonTﬁ*E”EHW%@%WF
ol5}A] ok 11 o] L Afold] 7S &85 E}X| 9} 22 (A Y 4 (OF P NEIESL] e QI Y(SAR/EO) F7| 8 — BV IX - SR S M 27 SE 5,
A51A] ¢k, i2]Ql(proxy actors) E= Ato]H 289k &, JAY A /G5, Ao ADG 851 E||0|E‘| eSS kbt iy e
ZH Eﬂ)_Q_ 01Eﬂ7ﬂ ke150) ]*‘I q:l_g_ Z]oq iE’Hw) U= === T =o\aavl 3 e,
ey olRA e R Hie A = ZBioH KM E UM, DY, RIS AT B 2IAES)
- HI A/ (Asymmetry): AHYET FAE, LA 5 DS A4ito] T3 oA+ Um0l gy | AT OTE, i e HOISE B ERIE (B of: 2 CIXIE EX01S
T iAo s TA Jis 743 ARZRA 52 E 6L o] =2 gk 1Y h = FloAIS- 3 02 S A, AKX HiZ &3
. . . . = 0 2 A XX} I:II- Hias X XF AH. 7|7} IO §)|A E2 E5
(Bertolini et al., 2023; Weissmann et al., 2021). ©®EHol=Z ﬁg EJIH"I :;f)k 5 Y XEJI;} ! )IG 2|7| gt ; ?I;-;I,;lsjliﬁf;il._ S2 Sat
ﬁkf.%ﬁ‘l‘%;kl) l I‘J—l_En_—l- (|_Eo1| 'l | I | |Ei1l_lzl co oo/EoTl—l—_'
- 27233} 33} A}o] Q] 3| MR (Grey Zone): SFo] EBE 9JE-L T4 AAYL ol Ak, ST TS | IAERICHEC R, RF B FU- 21U SN DAIR ZI9| Al HI 3 48)
=7t ARE A skl A AAE wshs P9 MA- LA B 7180 2 LH2E|E HE-S2-Ri& 21 252 So M S4-ALS| 2HO| FHA (M2 of:
55 i AM0|CIOFHAIR | AT Y- XIS3} AHS BEoH S5 Ealcs}, FHRLIE-HIZH HAIKES St
S 5to] A T2k 98K Bertolini et al., 2023)20%)% ® 22000 KLY :ﬂ;:xﬂilE :iﬂt}rilgl vl ol S HAIXIZ of, HRLE[HISH QS
T =

- AFS] A AlZ|Q}F A| 4] 7|8t 32 (Targeting Societal Cohesion): T3t &2 % 1437}
ofd, ¥I539]- F5 Al =] -ALS] Bt 2FStA| 7= Aol 4. AA 7N, I E &,
Toh0] 24 = 23KHedling, 2025)*

- &4 7= 2 (Persistent & Low-Intensity Operations): €3]4 &7 0] ozt
718 0= okt FHIE A& 55 AR AIARS] WEE'E #o|1, A E &
L5k A ARS(Hybrid CoE, 2021; NATO OTAN 2022)

-71& %% 9 -84 (Tech-driven & Adaptive): A15A5, =2, 94, Hldlolg &
& 71&E 580t AEA 3= FH3k Tedlt Vs ARES Hol, 34 HEo] 7]E
Z”—E H= 7] Hg}oto] tf-35t7] o HA st Q3. E3H H-3H M ARE o=

34 Wi epzlo] whE A wig) X2 %202

18) NATO OTAN. (2024) “Countering hybrid threats” (ZA1Q: 2025.7.5.)

19) Hybrid CoE. (n.d.) “Hybrid threats as a concept” (ZA4: 2025.6.25.)

20) Wikipedia. (n.d.) “Grey—-zone (international relations)” (Z4A4%!: 2025.9.21.)

21) Ruhle & Roberts (2021) “Enlarging NATO'’s toolbox to counter hybrid threats” (A4 2025.9.2.)
22) EU Joint Framework on Countering Hybrid Threats (2016)

23) Hybrid CoE. (n.d.) “Hybrid threats as a concept” (Z4A1Q!: 2025.6.25.)

24) Hybrid CoE. (2021) “Hybrid CoE Trend Report 6: The future of cyberspace and hybrid threats” (ZA42!: 2025.9.11.)
25) Giannopoulos et al., (2021)

26) Sprengel (2021)

27) Romansky et al., (2024)

28) NATO OTAN. (2024) “Countering hybrid threats” (Z4AQ: 2025.7.5.)
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@ 0|AZIA-50tA (Hamas) WX
- AtolH| ZAZ FHIgl sto|BEE Y AHIE, 20134 shakA= o]ARtdof tfs)
1,4003] 225243} ob2d 47449 13] 9] Alo]H] A& =3 (FE, 2020)

- o]l SpukAft ASH=(Jihad)?] 2HH .2 W<&2 stelAl7d(Hijacking)sto] H|21=]
235 FA T Ae A5tk AR E +3(EH2, 2020)

ENVEERERE
- 20144 BjXJok= gt AHato] o sk 2 glo] &5
green men ol BY)2 Bgte] A=Y WUA XS SuG
- SUE PYY: HAGHEE) 25, AR A, 48 22, ZAF Pt 5ol

s 30) 31) 32
3&%}% ) 31) 32)

“IYUE B2 2 3E ol AN 22 B34S sARA SANIA 2

49 £ 8.2 5914 S e SO 18 ARl e AL 8.

-little

L:0)
o,
e
i
_?L
rr
ok
&
o
mlm
(ﬁ

@ NotPetya 5% 34

- oA g} Tk 7 ol 7 2 OPITE B2 20179 BlAlote] Aol Zhie]
NotPetya%+=t], ol EHkA HA 9] ARG 0 A AAIH 02 A g&Ql 4 ef4S 2]
7 zF|(Salt and Sobchuk, 2021)

- 3oy 3|4 AZE o] JYo]E(M.E.Doc 2ZEoj& HA]) 4=2E oF&s) A
AMAIZ ZAE NotPetyall] Q¥ H22 Ao A|qt, o] 342 FedEx, Merck,
=3 AlA s 59 oF 589] 1:& "ol "ntae] o 71 B AT (Maersk)
9} 22 t=3 71HEY AZE o1& AZSHA F<&AIZ(Salt and Sobchuk, 2021;
Crosignani et al., 2021).

- wolghe ol 370 WiF7} Alote] folt BIPYSF AE0] AU Tl
NotPetyatz “AJolef. €kl AH7igt 231 sfo]2)=7} o gk, 2lAlole] ciejel B
A S0l 44 ‘Stol )= 91 9] Sy Al B o] B

o 5=22| &=l XM2KSouth China Sea Strategy)

- 579 el AE2 trA <l sto| B e AP Q] A AR 72 4= & o
TAIME M2 FA9t e AtollA F=2] IMAY M=K Grey-zone strategy)t H]
TAF B o] B9t &8 HH4lo] slo|HE 9] AP R BAEIL QL
2(Guilfoyle, 2019; Schultheiss, 2023).

29) Wikipedia. (n.d.) - “Little green men (Russo~Ukrainian War)” (Z4A42!: 2025.8.29.)
30) Wikipedia. (n.d.) “2014 Crimean status referendum” (Z444!: 2025.9.14.)

31) Wikipedia. (n.d.) “Media portrayal of the Russo—Ukrainian War” (ZA4!: 2025.9.22.)
32) Wikipedia. (n.d.) “Russian occupation of Crimea” (Z4A2: 2025.7.3.)

33) Wikipedia. (n.d.) - “Russian annexation of Crimea” (Z4A4L!: 2025.7.2.)

A7k 7|5t 23 gigo) ZHks Sol 241 029
U SRR et 67

- S92 FEoolA AN AT HIEAR SR (HEH, A9, AEA )2 2
Stof A=9] oFe S e} s AJHiE =42 ANk Q. o= 84 Aol ofd
'T1#o]&(gray zone)' WollA] o]FofxH, gt AL F-F Qo] A HEE DAt
= Slo|H & H2Fo 2 4= (Yoon & Kim, 2023).

@ 0[2t| CH2|F(Proxy Warfare) Xi2f

ofeta SAOIA M7 FAL R FUs et
2 HE A 5 AUSFAA, A HBH LA
o] 2| ogﬁga—% Sefstan ghe(Kazdal, 2025)

- 34 NS AR RS S vl e e Al ASTORA, FAHA 4
92 BIEHA TS, ol Stol Bl S1FY 2% 54 F shiel 1Y S 2
3. e, AR ANA A, o R 24, oA ke st 9l

H-1E2 00

A 14
A o &
T <

i_

do

® A0S M= A7 WY

- ‘j—i/\]o}h AtolH] SfZ (- oY B )T it FE -G 7HAA A
B Fa)S Aol Al AAQ & QA Al ol FjFS 8 3t o]= AR HIE
At _’_\;}o Agsl= stol Bt F 9 AP .

- BAloke af - A EZES Ads] 20169 vl=9] tiAoll G FAHOffice of the
Director of National Intelligence, 2017). ©|2]ol|%, ZA]of= Alo]H A2 S o]&
20164 F=F IR E IR 20179 5 4, THA A, AHQl 7FEFu =9
T3, 20184 ojgg]ol F41, 2019¥ F-H 3 A(EU Parliamentary Election)2} ||
= SAA 5 AT-d | o] E2iE0] Al ¢arEls T2 T 7PAIR Rbots)
< 0|83 HAE S1Y2AHE ] thqf i 5 (-, 2020)
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2-4-1. 5l0|HE2|= 2 CHSOIE

@ Sl0|E2|E 2T LIS 2 02{et S R0 SEAM7| ol ZAHHIZAY £HE S&XO
2 E80611, F7HALS| Mute| Sl2 1 AH|EHE =0|= YT Q| M- YA 253 9|
oJ&h*

- o= A&H AA|(deterrence) HE=S o, Ato|H-AA- AL - Qi 5 A Y& =
oh= E8A A X](comprehensive deterrence)® EH(INATO OTAN, 2022)

- m2hA st et oY th82 - Q] w i o2} Afo|H HeL AR-ESHE A, 7
A4, ATIALE]7ER] o}9-E= B34 o8 A A7 B &(EU, 2016)

-sto]HE|= 91F tf-3{Countering Hybrid Threats)o]gt o]2]3t B34 18-S 9145}
1 A5k, mol] A Al A3 S5 S AR S s FAH Q- A A E AL
A S FH o2 286k Ay &5 9v|(EU, 2016)

- stolEEE AE g A2 ©Ed AR WolE o], A Al EdY

(resilience) 01T HARA &3 -3} =4 ¥HS Bote M= i Hect
%}_‘%_ :[L%—B—]__L‘__—_ 7/_101 —5—_]14/‘\:][35) 36) 37)

il
—

e ¥ Ii3e 224

ol w2 Zakat J= 7k NATO® 3 slo|He|E A9 &5, 41, F=rt 3
ok ks glom, F 7% Hslel 22 JeAnge) wo) ol %115t
2 aglog B

A Amelo] oI B3 A SlolHels B Aolu Eel-Ale) 2ag Ag 7
1 HFA] A (Critical Infrastructure Systems, CIS)Oll XA H4 18-S 7F8H(Vaseashta
et al., 2025). NATO S| AlgH= HESH 29] lxeto] st "o A sto|Ba=
AR 7FsAL A s, G- 2] 9 109 g2 tEE Attt x2%)
271 9% 9] A A B AR Slo|uIE AEe AEA TR
-&o17] o8 B3 =02, NATO-EU= o6 AlA A 55 8, JE 57
52 5o (] B2 Jokhua A% wmesha 98,0

e ol o
.1)4 32 EEL

|
J=L

34) Hybrid CoE. (n.d.) “Hybrid threats as a concept” (ZA1Q!: 2025.6.25.)

35) NATO OTAN. (2024) “Countering hybrid threats” (Z4AQ: 2025.7.5.)

36) Hybrid CoE. (n.d.) “Deterrence and resilience” (A4 2025.9.18.)

37) European Commission, (n.d.) “Strengthening EU resilience: hybrid threats and critical entities” (ZA1Q: 2025.9.23.)

38) NATO OTAN. (2024) “Countering hybrid threats” (Z4AQ: 2025.7.5.)

39) The Guardian. (2024) “Undersea ‘hybrid warfare’ threatens security of 1bn, Nato commander warns” (ZA42!: 2025.9.30.)

40) Brethous & KovalCikova (2023) “Next level partnership — Bolstering EU-NATO cooperation to counter hybrid threats in the
Western Balkans” (Z4A1: 2025.8.20.)

41) Zandee et al., 2021

4o

A7k 7|5t 23 gigo) ZHks Sol 241 031
I EE T

- E-ggo] 2|9-4 Hekl: sto| B = 9 th-SoflAl 7}73 o1} A 0 2 AoFEL o So]
HhE E9lE kR, ol AR 9t 1zt Het, Freh AR AlAE 50| 7Rkt
= QoA g9 7|2 Fo2 7&.}_42)43)

o 5{0|=22|E Y US B MAIQ| Tist

4o
gl

- sto]BE & o) tf-gsh= Hl o] AE AA= A0 849, stelEd=
o5k HAAZE EETEst, olE 445 g ¢ 31% 11785 7| o] FEot
o] UHHA]l AR A HH. FA Alto]] AREH A RS2 2599 so|H
= ATk A EE FE9] 552}3} X sfo|HE = %‘ﬁoﬂ/\ﬂi TAH e
AHA o] thofFsHA 2gE 17, Y FA; TSt uf-- thoFslr| o], o] 52 FES
ojsfjetarl FAIsolRt At AHE AT 4= U= stolEE YFo] HAl(wicked
problem) & 7t5]7]= SHA|GL, sto] B & ido] gk HE A|A”l0] b3 A2
obd(Rietjens, 2020).

Im
Ir

J;
=

jg('
_IHJuzﬁthir[o

EUQ] slo|B 2= AE & HIEYAHYBNET;Empowering a Pan-European Net-
work to Counter Hybrid Threats)”} 7] & -&X|(Early warning & detectlon) o
e 3ol FAR JA, Al &8 Z2AE(A: ALIGNER - 1345 ZEW/XQD 5
AAY 27] FE - &R Al =5 =Y(EU-HYBNET, 2022)

- U] AR AR IA(0IG)= ‘Y- H (disinformation)o]] t-&5h= 3149l =go|
O™, 2= FEI7T AA AFH R JTFEES FAL FHEAE =5, nl=el
4 AA A AE AEE FET 4= 3L AL AA Qlie) Heto] A= e 2, 5
AP E - Q= JgFoll gk 27| BA| /A Ee} -G AA7F aetar Z2e dA 9 st
Shz H19E ko] 579 AA Qlzmete] Hetyh BHEE e 4= g, 19 E
O} QJZAS(ADY] €82 Z3E AF 7[5k =7} Hk AlgS - AT AL A
(Office of Inspector General, 2024)
- slo|BEE|E AF 718 A -thH]-th-s-E+Y HAE A= o] ko, X 5t
olEZ|E A4+ AlQ] o] ohte] c’ﬂ——(antlapamon) 17]73E 7158 37 Boj
=911 §lo] AS-ofH-hu]|-th-3-E+9] %13 FAJEREEH| O E o] HE7D.

42) KERSANSKAS, 2020
43) European Commission, (n.d.) “Resilience to Hybrid Threats” (Z4AQ: 2025.7.2.)
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2-4-2.510|22|E 2I¥ F2 S XM=

[ |

r

o NATO 5l0|HZ|E Q& S K

- NATO+= 20159 341402 sto]Hg = A4 tf-g H=HNATO's Strategy on Coun-
tering Hybrid Warfare)2 ®3. o] A2k &H]|(preparedness), 2 A|(deterrence), B
of(defence) Al 2.2 4. D(EH]) JMA S50 A, B7}, &%, Ad(attribu-
tion), @A) AHE] B4 733}, oAEH I AG, FH=E9 e S G
o)) FWFEL FA B ZAL TS gk 7Fs

z]9] siAl o 2 FOIE|Q T, NATO: XUyt k1 5 QlL 3]
YA 53 9] F sl slo]EElE P9 NATO JHFIZRFASE) W5 AR
712 5 Jok= AA(Piella, 2022).

- NATOS9] stolEa|= Y&d -2 st A Y-S dolAl th&A(total security)
TF22 L g, ole 271 A¥(Barly Warning) — ¥ol(Defence) — 4]
(Deterrence) — S]&(Resilience) — =A| @& (International Cooperation)2.& O]
oA = FA 4 T Y=Y,

e EUGIO|EZ|E QI e Mt

- stolBEZ|= Aot LA MU JE EU Sjd=of AR, EU= o] =23t 914

-
FEE A FA8IAL A=

- EU= solHEE e =7F e dolAls 5% o =3 0% B, EU slo]H
= E89A(hybrid toolbox)E PSS, o] B4 odd -4 Y 45
At - 2P 22 & LA E0] QL. A&, FIMI Toolbox: 2% A H 2ZKForeign
Information Manipulation & Interference) t-3*"

- U S193, ShE 371, 217 CSDPEERER oI 9% 2 A AU 9)
8 stojBg]= A1 t)-8E(hybrid rapid response teams)& ulEh "

BUL S0l el SIS 37} A9 ol B3 b BA"0R TR, D ol
B E Toolbox(F- - AAf - Ate|H] =), @ A 2AHFC 4% d-549), ® =A|
HHEU-NATO-THEH = X ¢) olgh= 3% AAIE SAHO=E tl-g AR 290k 2.

44) NATO OTAN. (2024) “Countering hybrid threats” (Z4A1Ql: 2025.7.5.)

45) Piella (2022) “NATO'’s strategies for responding to hybrid conflicts” (ZA4Y: 2025.6.27.)

46) Maciata (2025) “Fortifying the Baltic Sea — NATO's defence and deterrence strategy for hybrid threats” (ZA42!: 2025.10.5.)

47) NATO OTAN. (2024) “Countering hybrid threats” (Z4442: 2025.7.5.)

48) Brethous & Kovalcikova (2023) “Next level partnership — Bolstering EU-NATO cooperation to counter hybrid threats in the
Western Balkans” (Z4A2!: 2025.8.20.)

49) NIKOLOV (2018)

50) European Council. (n.d.) “Hybrid threats” (Z{A42!: 2025.6.19.)

51) European Council. (n.d.) “Hybrid threats” (Z4A1!: 2025.6.19.)

4o

[go] ot glo] 24y 033

- EUE Slo]H 2= 9188 Tk AL EA17F ol 71gh, A, Abe), Ak8] Aubg o2
L HakA o2 Aojska 9, waEba A(%) A E(All-of-Government) 2 A (3)A}
3](All-of-Society) XFQ1Q] L7 L& x|

@ 50|71 HATME(HCSS) LH(#)SH0122|E thE T Ue3

- ghojd I7E2 FA ¢ sfo|BeE Meg AREoto] TIFA Aajo] JRFE u|X|a 4
o] FHeFdE -85tal 9lom, ojzfet Aeoll= AEARl 5 3= 8 ofolA
YA -H|ZYA 4Y £ AL 57|38k B0 ' FSok= o] 2o, &
< "R A& ot S HEA JAEE 7e DA 4k 22 A4S dE
2 olgfgt IA7FEolA ek EE Al =T, S A RS2 AT 914
= AXA o2 A3}stal, stolHE = QP o= QIS HsiE F|Aslshr] gt g AN
el 237 QS Yok, ©@<5] 5 o]l W& Aok AL o, A 2%
£ &N A=) P52 FFH 2R HAIA|7]7] et Thdet S AlgsH] AlRFR
L(Bertolini et al., 2023).

- Bertolini et al. (2023)= stolH2|= Y] HiS5H7] 9t gt FalA ol &
T3l Sto| B = 7FsiAE A AIshe Alo] ofH 2 olf=E AlAl. AA, stolHeE|= 9
HA= Aol o2 A glujstal A o). 34, 82 7hs et S AEcke ¥
g &7 Al s A, ol 2 T8 gl AR RE A, o] 52 4
] )l =20k FoF A2 AW = ofsfabA] 33l mab{olal skwetd FAe 4
ABHA] 3ok T3 o] S2 ARl HiE e A5 A AEshA] 3k oA, |
S A9 Aot AB2 FF SAH R EHUA| b 22034 e adE e

-glo]1 HAFAFAEE stolEeE d-g ZH YUY A (Counter-Hybrid Response
Framework) AI¢t. Sto] B2 o TN 5HA 2= © +H] DA (Prepara-
tion Stage), @ ©A] 4 7% @A|(Detection & Attribution Stage), ® AFEH TA
(Decision-Making Stage), @ A3 T (Execution Stage), ® B7} &A|(Evaluation
Stage)= T3E. ZF @Al FAIA1 A 22|71 3= 0] la1 o] A==
3 FRE 7Y, FF Hi(@#stel BRlE RAE AEH o R AfAdsh] gt mEw =
nE XTI 91 tHAl DAl HelE Hlol E 7HA] AR GAR oA FHEET, FH
AYAE0] U8 Rk AAsks Hl 20| He &2 AlSohes A HHok S
(Bertolini et al., 2023).

52) EUDefence StrategicCompass. (2024) “COUNTERING HYBRID THREATS” (ZA12!: 2025.9.24.)
53) European Commission (2016) Joint Framework on countering hybrid threats
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18 5. 5HA- 102}
Sl0[HZ|E S T
f3o| mEY HHUZE

ZX|: Bertolini et al. (2023)

o i
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ETED fa SOARIDEN

HTEF & ERGADE i
APPACFTIATE AND CF FLOENT
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EXECUTION

I 6. 3 =gz
P

2 EflE2 e ¥S

-] 9T 4 gl B9 F=eelred bands) & Ak, A} Alge] o]
Fold 5 ek 7Pgete, ti@EnstolLels BAlE TEsH BEE e Heky
R

BEe G713z gAstal, /i A= @4S vhelske #2414 AIE /8=l

[
olo.
AN -
Stage Step Actions
1. &0A 510 22| = 2FO| MRS 1 Feol| Mt 2A5H,
O 40| HES SLE AKX HA|
12 2o = Ql= | 2. 82 == Ql= A?I2| Red Bands(BAIM)E 8
8= 0| ‘Red Bands 3. 8218 = glie WPl Red BandsE LIF AR, MEL{S,
(BAM)yS H¥ot2t 12|10 A0 M2t H M0 SR
4. 2t HIZ, MIE(E, 3 A7 (norm-setting)S Sl
Ok k=5 MR AFS FH
(Preparation
Stage) 2HA: XM St MY | 5. AX| AL S O[T 51} 2X|E LS5l Ol= 532
OIX|E HEG| BHSIEE | Al oX|e] HHE Sl 7hs
3CHA: EtX|(detect)?} | 6. EX| SIS kAt
T (attribution) 7EXHOZ o|0| U= AR L0 % sES Zst
S 2ttt 8. & ZUE M3KI0| A =3 A AEE FH]|

71 71k 3 2ol IAt 3ol 2
H

035

Stage

Step

Actions

@YX Y HS
= (Detection &
Attribution Stage)

4Tt sl0|HE =
S2S gkt

9.510[E2|E SHS BX|

5EA HE SN2
Ik

10. FASEX| G122 ZH(GI0I=2IE ATOILL BZHO|
S 1, BOIXIS SHEK| UXIS FAIZH2FE BtofA
BIX B

1. BRI YAOZ g

@ oAZE A
(Decision-Making
Stage)

6L TS SMS
MESIEt

12. DIMEFIL AHMEZ(Q|u-FE FALEH 8- FE-EE)0l
ME AE 7tset thiSHs 11 Je=o| M2t 24

13. i SE(E)E kS ZHII0A AlE — 0f7]0fl= HH
(ZAHE) FE, 7IXI(EHAR]) SE, XN S27HEE

14. 018 SM2| X FId= Gt

15. 2} iSH0| P2 =l= A-M XI&L7 1242 7t

16. LHS2H2| HI2 g (H|2 22)S LL2fst=t.

17 HA(SHE) 24 2 2X|-3%t FSHEAE)S AE

18. Ol A 20 M(2HY) 7Hs 8 G7HE ™

TEA: S =Xt
Hoj|A H SR
Hah= QIME[E=X|9|
F1E HUtskL

19. 421 2Z0IA BIZS FA}
20 FZ[K| +Z0IM| IS EA
21 2R 2 ST SE0IMO| HIZS FN

8EVH: THS ZXI0| M|
48 754t Ay
Nzpg mtst

22, ATHR| AIZIOIN THS EX[2| MEIE BT}

23,315 TS XIS Mot MR XIS 7}

24 BN hS 1212 57 |5l0H £8: HERE U HASE 2
25. I S S S7|st5tD X8

@ HAH A
(Execution Stage)

26. 3] 0[0[T4 R IS T2A5101 A7 I3 2T S Al

27, 2LY2/| RIX| 4ES BLER

28, 712X 2HE S40 02t

29, 348 g0l 27| CHEX| M2 ARLIO0 1 (StratCom) S
£7|5t|n Z8E WAl

oZ

o
nx
oz

® @7t A
(Evaluation Stage)

105! THES Z=X|2|
2kds Gttt

30.HIZ $I SHO| 24 089S W}
31 (MBI MU T

X
32. 2xt L 3Xt 51HE LIt

2-4-3. 3|=2i(Resilience)

- 52 (esilience)e Aol AA 2. slolBE FHo| U F5HY-5
A7, AAAH, APA)E w2l7] o], AL §4-Ae]- Bl 5 (A7}
279 7| EE WEE A A2 FEaiA 2.5

— 2913 AfolH 4 AL WA ool A WA 0 A wlo], AEH T
B3 oA} olelg), MBS HABEL 752 A BT Fo A S So] Hae)

54) NATO OTAN. (2024) “Resilience, civil preparedness and Article 3" (Z{A42!: 2025.8.19.)
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FA4]=0 & o]5(Giannopoulos et al., 2021)

F40] A7 5(HE B4 A GJAHEA 5)2 o= T HE L He
E o= 5870 & JAIE 9 i e= ﬂ(Monaghan, 2022, European Commis-
sion, 2023)

M

@ 50|22 = 0 CHSt iy AkSl7[Eh A8 S8 532 §2d

o
or

- Slo| BE| = AHE AE A FAFR Eih= AfolH 34, FE 22 AR, oflvA &
Eis T_ﬂ”% STAS oS 4 H] ZHAA - HI AR k2 ARLs]] 34 5HH(NATO OTAN, 2022),
Ol &2 HA7} obd HAlof| = 21551, ‘UA| 7|5 (critical functions)S THAIA A}

5 Sk A HAE FER 5, SlolHRE Y Qelol A2 18 1 ¥
T PO A

sto|B 2|t 522 A w-Z 4= glet, TebA 583 A2 54 o] %o H= A
71%5Z Bk 589, ol#et IEHo| Fotd, TAX= FA- A 33E A7
ojH YA 1, A o] thgt F-<lo] Fol5. ol= “JA(denial)” A, & 34 AA(H
A A -y aah)S ko 24 A 9] A& Algksh= A 7HE A(Monaghan,
2022; Bertolini et al., 2023).

sto| B & o] tf-3-5k= A A 718E Al (Critical Infrastructure, CD2] £ 5
2(resilience) TS At thy] LS Hof, E3H& o)1l X|&AQ1 34 LoAE &
|

l

T 7152 FA-Bohs 582 2uleh ol =7 QEEe} oA 9] 7]ut HEE ofu

- AmeRs Bol A8, 4usle, BT, FRY 502 YN, o159 4ol 1t
e 1) 1B Nl AR 2AT S osi@F I, 2015), £

(UN)2 3&5g =9l “Oﬂz 7Fs?t Aol A& E7Fs e ARdolE, wEt Ab
Ao 2 HE AYa, H-FshH, A&sH 35S 4= Q= =2 A 2(Hammad and
Haddad, 2021)

- 29 5 (Resilience)ol#t AliFA] Z3t FA Ao &2 - JH-AHA| 5= 4 75

2 E5(absorb) — Z-3(adapt) =~ E+(recover) 5= ¥k O 2 (National Infrastruc-

ure Advisory Council, 2009), °l+= E-dgo] &< tf-go] ofe} X|& 7}t Al A

c—’—ﬂu%k U Hojn sto] B & YPAH oS E7Fsotal 541 Ad=golA A 719t

A9 HA8E A7l Hl B4d Y-S Hol F41 95

o NATO= ALe|-=7} RHQ| Sl5HE “ME[gt Bt

Wo| 70 3= 7|ZOIUX|-SAl WS- A/
A8 XpRAQ| CHH[

r&"

O{X{|- 44012 T 7|EO2 K5,
0|2 HET|S5-2AL X|)S HIAISH 37f

I]

- NATOE= ‘8)&3 7|419] AA|#(Resilience-Based Deterrence) 7H'g<S AA|, HE
I W2A| Etshs 530 & A O] dREE AEsith= AEFE IHE-S Fok U=

56) NATO OTAN. (2024) “Resilience, civil preparedness and Article 3" (ZA4Q!: 2025.8.19.)

H 7. NATO 70f 5=2 7|%
(Baseline Requirements)

=% NATO

59) 60)

and CCOE®"

|81] ZHIOh Sto a1 037

4o

- 31EE 7|9t AA|E2 sto|HE o] HBAR HAM F=°] obd, AAIRE ofo
A A7tk Aol 550 54T =22 JA| d=F /o=, ol A2 A,

A, B 24 I, ARl & T I AR Q] A 752 AXIA v 7R H o & oF

A7 WA 0 & Yehue, B4 Q1 AR 718ES] A (o BE R)Tte 2= AR

of| ApstAY th-8-517] ol 9] A gto] TR

- NATO+= sto|BHE @3} 254 AH] 919 25l fﬁﬂrﬁﬁ t-8st7] Hish, =7t
L AR 29 BlEES AR 4= Q= A 9 Wolo] P 7[RFoleal HAIStaL 3
o o] Yl 7] =2 7|Z(Seven Baseline Requlrements for Resilience)S A|A|

- NATO: 8122, 5k o], 0l @il 3 o We v)52 53 9o, ojefat a4
o o] Fehslor olxeel 9y a4 Ay © Fas 1w 98

- 2023 A5 0o Al NATO= 3lE2o) st 359 59 BHE Y, ZHE2 F=2
201693} 2021 Dﬁi% NATOQ &Y 7|2 7|HAE 71‘:'?& O©=7F &4 A
74194 A& B, @418t A9 33 B4, @FAEA &2 Q1 o]sol & = 3l

oIF gH, @@ gt ‘%‘E ,-M*T—JE , O 1%‘ oo & 4= U=
Oﬂf'* SH, @A U BA AA 24, @R wE AA x5 4
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= 3= x2 g

7| HEOINE A UH2iD BT ASH 4 U
ol oA Ol AL: 2171 Al THR X|2IE, HISTHI] A &, & CO]E
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OlUX| S5 X&d 28 X S5 A0 tHH|eh Y A&l
@OlL4X| BT sl Bt | OAL: HIY 12 MEA, KIS L UHAIN B, O 23 A%
AMOIHEQH st

R, IR S Gl7X] Rt o1+ 010l O TS5t L 217 0|3
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® SHIZIX] 242 217 0150
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Alzy gl Al XHI0| 5=
OHSZATTEASSA | o 201 i Ay, Ty 2ot 239 Ches)
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FAMMALZ HZA Q
® CHZF AMAERE 2 224 9710]] S QU B3 7|7} OFRAE|0{0F &t

st e S _ s
OlA]: QIA| BiAt/O|Z 01 BHE MEFO|OKE H|ZE OIFO|F & X|7|
St A HIETIL 17| HEUME 2 7HsSaHO0F 51, 2 7150]
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56) NATO OTAN. (2024) “Resilience, civil preparedness and Article 3" (ZA42!: 2025.8.19.)

57) NATO OTAN. (2024) “Resilience, civil preparedness and Article 3" (Z{A#2!: 2025.8.19.)

58) Roepke & Thankey (2019) “Resilience: the first line of defence” (ZAIY: 2025.10.4)

59) NATO OTAN. (2024) “Resilience, civil preparedness and Article 3" (ZA42!: 2025.8.19.)

60) Roepke & Thankey (2019) “Resilience: the first line of defence” (HA4: 2025.10.4)

61) Civil-Military Cooperation Centre of Excellence(CCOE). (n.d.) “Seven baseline requirements” (ZA1&: 2025.7.9.)
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|81] ZHIOh Sto a1 039

o SHOISZIS e CHS TSN AR T2, MOl 401, 212 S 48 SF8 B34 NATO
9 EU S 2|7 2 52 HM o177 2150] ZXsHs 22 Yalo) st 5 59,
- solHe|= 917 Weol A Al LK, Aol Wol, W B thg A4 PS8 A

SO AAP

- A|9l 5 (Civic Education & Media Literacy) 735}= 53l 51914 H, X% 32} <
B 5o tigt 4] A1 ¥ W9 FSHAnagnostakis, 2023)

- =7} 7|8k Al AHo] gt Alo]H A ©HR] 7ol 9 3l 58 A1 E3(Klimburg,
2012; European Union Agency for Cybersecurity, 2025)

- U Y A 5 22, 2971 ZE - =A EY 1 9718 YEYA 53 1]
9 SF-w7k glo]g] 7t obdEt AH Fo e EZ nfe B g*

g et 7led HR-AE A AlE-22 4 A-8-2 S9ofjoF 5k, NATO/EUZF

g 27} ghso] opd thE - th=4 gelo] W4

o
N
ol
fr
>E 0\1

62) NATO OTAN. (2024) “Cyber defence” (ZA12: 2025.9.26.) ) . .
63) NATO OTAN. (2024) “Countering hybrid threats” (ZIA42): 2025.7.5.) Exploration of Emerging Technology-Driven Challenges &
64) EUDefence StrategicCompass. (2024) “COUNTERING HYBRID THREATS” (Z4AHQ: 2025.9.24.) Emerging International Sequrlty Issues a}nd
65) NATO OTAN. (2024) “Countering hybrid threats” (ZA1&: 2025.7.5.) Global Security Collaboration
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13 6. CisA HAO|ES
91Z 5t I|A] WHO|X]

EX: Altukhov (2025) “New
trends in phishing and
scams: how Al and social
media are changing the
game” (AAY: 2025.9.25.)
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3. Al7s3 AR

3-1-1. AKX

o Al-Z3} IJA(phishing)- 20| A LA (vishing)- HH(malware) &4t

- priceline
7BONVOY 3 M

- HoF 574 AR AA| 7HAm 47| (Kaspersky)s 20258 HF HILAofA, o4 -AH]
ZZo] < EIAE|A Hloju dio]= JA} -SAEA (voice cloning), TRHEHA A
355t S Avtsto] Aottt 2451 ol 29| /IS(2FA) 3], FAEE &

# QA Bt HIAYSE AHshe AaE Woks. ™

— IBM X-Forces= 20259 B 1Al A] QIEZ AL F(infostealer) 32 0] 2024d0] A o
H] 84% 571313, 2025 E014= 1t 7120 & 2023 HIsf °F 180% 57t 24
< BRIty TH5HYS. ol T AL Al B9ttt 34 Asshe Adstal 9
2 AJAFSHIBM X-Force, 2025).

o

ille

- HoF H& 719 Proofpointi= Ato|H] HF|Z=0] Al ALC|E A4 E2E Lovable' =
ofrgaf| A+4 S 1| A)(credential phishing), BHol(malware) BiE, S shd 27+ &
F APIE 55 &84 AR A" vt H5S. AR {1 BAHEE A
A5t 713 Ao EE THEDL, CAPTCHAE &l BE T H msiAte] 2721 X =
& JEE FA5to] 2 1(Telegram) 0 2 F-&5h= 8= AME-SHS1E. Proofpoint
= A i A 2]o] A9 glojk Al AB|A Giof HF Z1Q] A o] FA Ropxle 1L
375k, Lovable 0] 20259 sHF7| 58 AAIZE &A12 A5 A0 752 U3
ok A

66) Altukhov (2025) “New trends in phishing and scams: how Al and social media are changing the game” (ZA1Q: 2025.9.25.)
67) Proofpoint. (2025) “Cybercriminals abuse Al website creation app for phishing” (Z442!: 2025.8.19.)

[

20| maolg)T

Z£X: Lakshmanan (2025)
“New Reports Uncover
Jailbreaks, Unsafe Code,
and Data Theft Risks in
Leading Al Systems”
(AU 2025.9.3.)

J2 7. ZEDE olmx
fre }

HEEDEEE EEEES 043
-

© Al AJAE! XX HOF TE I E Q1M M (prompt injection)-£/0|0|M E =M (tool poison-
ing)-CllO|E{ Z0|=Y(data poisoning)

Poisoned Context

Iniected MCP
Service

bad_tool”

d - O =

-2025d 8¢, =H AAX| Y AFoM ZEZE A F3f XSS Al skl A7
A AAE 7 Q= FeFdol HAHUE. ol Aol ZE 7|Ht Mr|A7) 7]E € FoRd
o
L=l

T} Agel A9 A7k Hot 9go] & 4 Q18-S Hoj= %

- OWASP GenAl Z2AE= 20254 & *Eo]ZY(tool poisoning) Atal AHEE A &5}
), 21191 Aolut ofefelolElol 41El ob AIAI7E et AA] ARG Fe 4 5]
Thl A 3skgis. 3 LLM 338 (supply chain) $1913} Blofg Zo]=2dS F9 &
222 RS

-20259 Bt AFAE2 o/ Al dlo] Hix F2of| &o] WiolE AQJsh= Al 33
% -3A(Al supply-chain attack) 7Fs/d& AS5192. old met ndo] &4 AS
(model provenance)®t A% 7|9t ¥l A| A7} F 23 HF A = F/d5HA-3(Sood,
2025).

® XFSAMET|HIAH(LAWS, Lethal Autonomous Weapons Systems) £l2 S&t

~ UN ARRE B31A] A/79/88(2024): 245t A7) O o} A%/ BAZH AR
23 54 2, A WK1 8%, A2 Feslo] A4 e s, F7hE A
A= Al steh A FATE B 4214 419 5 ofel thohe WHR AN, 20240)

- CCW ARARI}1E AJEA WP.10(2024): 10712 35 210 2 AH&H7]9] ALS
s BAFoR FAT W et 2R 518 HF R el 14 - g 05|
A T2 A7 YFES AA 28 340 F Eoj X F &2 AAlste] F449] 714
ulASHUN, 2024b).

o o

68) Woollacott (2025) “Flaw in Lenovo’s customer service Al chatbot could let hackers run malicious code, breach networks”
(ZA: 2025.9.25.)
69) Clinton (2025) “OWASP Gen Al Incident & Exploit Round-up, Q225" (ZA1Q: 2025.9.29.)
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- SIPRI R HE 114(2024): AA| 43 715 AlUE] 2 A5 2TE v o2 93] &d
Ao AL 4= Q= ol Al AAE Ak, SA] EE3 XA 518 A| a3t
A S A 7S MR 4R Aot 70| HAIF 0 R X3t T
F AEE ohfsHLaura, 2024).

3-1-2. UX}

® X} Z0FFQ 2L Ol

A

- Quantum Threat Timeline Report(2024)°] =™, FAAFH 7|& TH-S =4
22 ZAL2 Ato|HHeto| FHiet A IAE A7IskaL . 77k mlEfoll YA
FE7L71& E2 423 ZRESS Rl 508 ol A0 E AYE, o]
of w2t ASAAE FA T2 AL 4= YT JHO|ESHR] 3t RAE0A A2t B
F A7 2T 5= Ark= A7 A7 5716kl l3(Mosca & Piani, 2024).

- A 7] S HobAEA - AEY AR[A|A o] 22 HeE AE5kal glor,
“Harvest now, decrypt later” AR 71 Fof| & FA| AFE] A|tQ] AloH]-HH QF
H 4 o]t A, FAAT A (FA HFEI7F A= Aol d=skE HlolE
£ A Ags) At SR AFETE 535 sl B2 8Kdecrypy)stE =
‘T8 — Lol B39} HEgo] HaE| 1 QlF. o] Qls A <1 izt FH I} vl

Aol ez = S

-5 FHEETEAFANISDE ol ZAE PR S (Post-Quantum Cryptog-
raphy, PQC)ol| tisl H| A& o] 1L 33 4411 HHS Fol $h=. 2024 8%, NIST=
A 2Z2] PQC E2 FA13ksto], A AlA 2250] 8T 4= U= 7|9k v o]
HFE2 Q152 S8 YA G Agat QP B4l AdS 913t 7] &3} HIAUS(Key-En-
capsulation Mechanisms)& X3t A 7H4] At YA darej&o = s o] 9le.™

o T 2/MY 7H 3 U FE Q¢ s

Jtok
i

#l

ron

PRIl B B

- FAF AFE D IR} 7|E(quantum sensing, quantum communication )°l|
7370l &gl 7 AAS Hol F7IREE, HE -9, A3V 58, BE £ 5
9] M2 2-9Q(strategic advantage) EH O F QlA1H A} 7|& A FAS
=3 ekA o] o2t FA|IA e, TAF, Ato|HERL ] A7 Hgho] &

B 2AY.

PAHFL L T3] o 2 AHES Qulshs Zlo] ok, ol FH IR A
3012 71 weihglo 2 o] ARG ofuig LT E FAARLL WA AL ot
gzl g, ARAOIA B 24 9912 7HIA B 0, o)A Al
° %4z 5 Yol AHA T 389 B 2T %L, IR A AL B

i rfooft ok

70) Wikipedia. (n.d.) “Harvest now, decrypt later” (ZA1: 2025.8.13.)
71) Sanchez (2025) “Regional Approaches To Post-Quantum Cryptography” (Z4A42: 2025.9.1.)
72) Ivezic (2025) “Quantum Geopolitics: The Global Race for Quantum Computing” (ZA1Q: 2025.9.27.)

I8 8. 918 SRl
SEEEEE

ZX: ENISA (2024)

4o

—_

NUEY |1o] 2 S0 24 045

It st
U SRR et 67

522 2 AN 4 ), oS Sof Aol 2dA GBS TN 5 &
= A7) olAhS A8 BAL 4 9lo] WEH A 9 2% wE S B 4
9lo] o|fat WAL T FHL BE 5 e

3-1-3. AjO[H{ ot

B 9|

i

AL

—

19
o

- W5 Kinsider) 9199 =Sk A8 A WS OFE AL S WA BEAY B
o[ sH FAo] B7h, 24 U A 2ot Uk A4S AU A YRS G
SEE AL, 2029)

- 33 A58} A58} T =(Malware-as-a-Service), 74 A58}, FHFH A90d &
5o HsHA HA] 7Y titi SA0] 7Fssi AL, ol T 7]&o] okt Ale]
H Q] W 253} QAIAEF0A 7]& W} AAIE.

- AtolH] A& F23 ngo g3 58 AnE At AtolH-E2] A (hybrid) 2
o] FAIEHA, M- 1E 7 F FJ71E0T)S T 58 Ht AHAATL @
THEAIE & ol&E, 2024).

- 338 A= 18] 28 AtoH ZH2 I d HFETF of e}, AR - AEAE-EA o
S TA 8ok Bt Aol Bg, FAL HiH|- o i - HA = ek AE 1 A=
91 Q1A A7} B 3] ofok SHAF & o] A%, 2021).

@oATA
®D0S/DDOS/RDOS
SEM
@MALWARE
@RAHSOMWARE
BSOCIAL ENGINEERING THREATS
W SUPPLY CHAIN ATTACK
BWEB THREATS
ZERD DAY

. — =
IDEOLOGY FINANCIAL GAIN UNKNOWN ESPIONAGE DESTRUCTION
MOTIVATION

73) Ivezic (2025) “Quantum Geopolitics: The Global Race for Quantum Computing” (ZA121: 2025.9.27.)
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® 2 S XA =3 YOoIA Tx| ALY 2|5HO=

- A= oA Agk 712 WY A SAE gol, WEA A 271 g9A, HejArL o
S A538) 339 E9Ksupply chain security) ¥ 297]&(07) 85 o2& E4
A A= 2 g (A, 2024)

- M 5l A GE): AlolH HoE2 e Ve *F2 Hol, A FE S W A
HAA A B2 5715 53 98 718 #(risk-based management)i S
oF SHFAI&HH 2, 2023).

- UE A AA B v R e diHls] A= AAE HxlA ez dEshs, ol
Aol EQte] 7|k Qlxtet Ao Al Hej=of 5hH, 1EAs ZokollA =2l== AE
WIS FAl Folole] Bo] R oz A2 sfof g

A ==,
N E
(Threat Detection,
Investigation
and Response)

HoH g 93t

e =& 22 Al AFE AL el

(Threat Exposure
Management)

(Expanding Al
Use Cases for
Security Operations)

o XY X S U8 AA 529

- B35t Alo]H &7 & AtolH W E4 7139 455 golA =7tet A T

ol JH F7 4 35 A3 %ﬁ*é% 4Q g 5k Qle vh, T FAWo 2= Aj2
= AF S AFsh] ofg=.

-7 29 34 U5 Aol fFo] 7IRIAIAE - 7| - 117 Bt ko g Shibe of whaf
A 5= Qe FA T5HE AA 52 L4 dEho 2 THE(KISA, 2024).

- 229 @2 43} UN Global Mechanism ¥ 02 Afo]H 19 A £ %
oF-A1E A5 -r]°} 7|¥ko] miAgiom, EU JA| 3= 7+ 558 =32 971d
S 4EskE F4 SAGH, 2021).

- Z|2 Hob 299 24o] /1 g U8 Hol == Tt AAA oS AA = g
=3l Q= FAlCIH (L™ 10), E5] Al 28 St =414 EY 7|9t /18 94 S
733} S AtolH A AL A WRFIS AlAKSHE HE, ©H A 7|5 ti-gH T A&
A Y B T He 29 A AP S84 S 2RI & A=(H
11, 198 12).

U =3 9I30) AMoH o] EAy
o

047

3310, XX Y =5
e A =2t HA

ZX]: Gartner. (n.d.)
“Cybersecurity Insights
& Trends” (AMY:
2025.9.19.)

Gartner

I3 11. 2025\ Hot
29 Sl0[Z A0IZ

ZX]: Gartner (2025)

Hype Cycle for Security Operations, 2025

Cybersecurity
Exposure Assessment Platfoamd M e Penetration Testing
CPS Secuity - T
J Theeat Exposure Management
Tolemwy
A0C Ageets Pipelines
Adversanial Exposure Valdation — CAASM
2 Autemated Security
[=] Control Assessment; Endpoint Detection
| and Te:me
=< Thieat Intelligence.
= Cytersecurity incident —
o Response Management Dighal Forensics and Frodita dpd Saniiée 2ZFRS
& Incident Response
ﬁ Identity Threat
Detection and
Cybersecurity Respanse
Mesh Architecture wn
Predsctive Modeling
for Cpbersacurity
1___/‘ I— MD!! Senvices
Digital ms:% CoManaged Security
Protection Monitoring Services
kv L Offensive Securny Programs
1 Jun
Innavation Peak of Inflated Trough of Siopeof Plateau of
Trigger Di Productivity

TIME
Plateauwilbereached: () <2yrs. O 2-Syrs. @ 5-10yrs. A >10ys. & Obsoletebefore plateau

Gartner
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Challenges &

7 12. 2024, 20253
Hot 2 51012 A2
£71&

ZX]: Gartner (2025)

28 LT R IR 24 A T

22 | wi| | vE|
+  Cybersecurity Mesh Architecture +  Adversarial Exposure Vaidation +  CPS Security
«  Cybersecurity Incident Response + AISOCAgents Exposure Assessment Platforms.
Management + TelemetryPipelines
25 |« Automated Security Control Assessment +  Cybersecurity Al Assistants
*  Peretration Testing asa Service
+  Threat Exposure Management
+  Automated Security Cortrol *  Adversarial Exposure Validation +  CPS Security
Assessment(ASCA) *  Exposure Assessment Platforms « CAASM
2414 *  Cybersecurity Mesh Architecture(CSMA) +  Telemetry Pipeiines *  Peretration Testing as a Service
= |« Cybersecurity Al Assistants + Threat Bposure Management
+ Seaurity Service Edge(SSE)
7 | #) | 891 | 2r3)
+ CAASM *  Offensive Security Programs * SEM
- Digital Forensics and Incident Response «  Co-Managed Security Monitoring Services |« Endpoint Detection and Response
+  Predictive Modeling for Cybersecurity «  MDRSenvices
2514 « Digital Risk Protection Services * SOAR
= |+ XDR « NDR
*  Extemal Attack Surface Management
« Threat Inteligence Products and Services
«  Digital Forensics andIncident «  Co-Managed Security Monitoring Services | = SEM
Response(DFIR) +  MDRSenices *  Endpoint Detection and Response(EDR)
- Digital Risk Protection Services(DRPS) « NDR
+  Extemal Attack Surface « ThreatInteligence Products and Services
ManagementEASM)
248 | . \gentity Threat Detectionand
Response(TDR)
= XDR
* SOAR

18 13.2%
Eﬂil°|01I*1°| ”S

£X: European
Commission. (n.d.)
“Strengthening EU
resilience: hybrid threats
and critical entities” (Z4A4
2l:2025.9.23.)

3-1-4. 9%

ber Attack
sabotage

Radiation

0

Threats in the
space domain

Supply . Cyber Attack
chain sabotage

EUROPEAN UNION

0
%,
2
H
rO
[
=
:‘o
_N
A
0¢
L o
2,
5
ol
0,
JiJ
N
19
RE
_>;
?,:
1A
jﬂ
i)
jal)
&
H
)

oo 5t 39 A0 2ol o

A7k 7]k 8 90| TR Bto| By 049
U SR ot 17

- 0= A AHS0] e BE x93} W Y EYT5HE 0 24 Aoy ek 914 Ao
F329] a7 -4 - AF A (spoofing)°|H AW (jamming) 7Fsd 57}

2| 7|(space debris)@} A= S5 orbital congestion)?] S7Fsto 24 YA &
= 99, A= 5419 ojg= S
0 23 AAH! 9 FQ IS

- 20224 A A 7 A Z(EHE o] ok BhA)® Bt FokA] v Al g d A
et =2 &7]o] T3k A jamming) A =

- d& F7-JAXA(Japan's Space Agency+= 20234 SHE7|HE of 2 A} 9 F A=
R AL T ks AME 3. T2 £ F shE VPN A9 ko] of
£H Aoz gy

o 22 27 AO|H HOtHH 245} 513

_4

- U2 20204 93 Alo|¥{E et A X (Space Policy Directive-5) i, o] &
off = A|A”] ZRA 7} Aol GO Yl (target)°] E o Utk F= A BH 5
oA JAFTCEN -5 AIAHI] Ato|HHQtof| thet =714 Q14 €l -4 —’EHE %
/\] 71212 A - pre-launch)-&(orbi)-A4+ A A8 (ground)7H] o]2% A
710l 24 Ht AA E tf-go] a=m HHao] opd A - Ak e A (space
industrial base)Q] BQFrz AR T ek ®) 3l n|te 2023 4] Alo|HE QY
(Satellite Cybersecurity Act) o]k *

- 20224, BU AEASL 952 A2k Qoo 7451, EU X9 95 ghi 1
Z=HEU Space Strategy for Security and Defence) &8 2130 o]+ 4
nylEg o 2 SEele ARSIl DL H20] FU 95 oh o)
< ohed ) g3 87 993 202549 69 “Space Act’ Aok, oS B8] EU AA|
Z7H(space) B Q] FAA 71 2-E(regulatory framework)S 2Ast# 3%

i

ml
é 01> N of

or_&ﬁo_ﬁ
NI o

J

74) Roberts et al. (2024) “Stellar safeguards: How organizations can protect space assets from cyberthreats” (Z{A4!:
2025.9.19.)

75) Korth (2022) “Starlink Terminal Hack” (Z1A4#Ql: 2025.7.21.)

76) Insinna (2022) “SpaceX beating Russian jamming attack was ‘eyewatering’: DoD official” (ZA1Y: 2025.7.4.)

77) Koi (2024) “Japan Space Agency (JAXA) Hit by Cyberattacks” (Z4A1Q: 2025.9.19.)

78) Japan Aerospace Exploration Agency. (2024) “Report on Unauthorized Access at JAXA” (ZA1: 2025.10.2.)

79) Federal Register — The Daily Journal of the United States Government. (2020) “Cybersecurity Principles for Space Systems”
(ZA4: 2025.9.18.)

80) Aerospace Security. (2020) “How Does Space Policy Directive—5 Change Cybersecurity Principles for Space Systems?”
(HA: 2025.10.2.)

81) Federal Register - The Daily Journal of the United States Government. (2020) “Cybersecurity Principles for Space Systems”
(ZAY: 2025.9.18.)

82) Congress.Gov. (2023) “S.1425 - Satellite Cybersecurity Act” (ZA4L!: 2025.8.4.)

83) European Commission, (n.d.) “EU Space Strategy for Security and Defence for a stronger and more resilient European
Union” (A2 2025.8.30.)

84) Kerr-Shaw et al. (2025) “The EU’s New Cybersecurity Law for the Space Sector” (ZA42!: 2025.9.24.)
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3-2-1.0/2
o 0F SHRE ALMOIH-YXHRFE F7jots, SUQID, BFY Y $ESHIIX| 0F2
2t DYo2 S5

- 20259 799 WHE TAmerica’s Al Action Plan & A1 715 AT Q1) 1= 249
o 9 AR Y 5 Al 7HA] FollA 9097 AP S AR A+ 2, =AE
g Zgholylon, B HFS Boll ‘TFA Al 7]& A0 S2H BHE'S =7 4o
2 A3 White House, 2025).

- 20249 89 NIST= 22 FAWIUS(FIPS 203/204/205)5 4 Al6H OH
20259 349 F7F €a18E (HQC) HE3RE IRl IAA], AR 9 =71k H 7|3
Aglo] 712407 B7FEA(NIST, 2024).

- HR= 20249 49 VAT SR S Hx ot A g A%k
2o 24 4ol A 7125 Sgote] v SF2E YT AR B9l AlolH
YA 4 99 oS 15 9702 sHgSHDepartment of Defense, 2024).

U.S. Major Policy Actions on Al

Other regions will boost locals
data centers and data rules

U.S. funding and policies
shape global adoption

Unclear bias rules cause confusion ClOs will more rigorously
and caution among Al firms evaluate U.S. Al solutions
Source: Gartner
© Gartner, Inc. andjor its affiliates. All rights reserved. 3890450 Gartne':

o 022 2 M7ls S0P 52 HM TS UHs|0| MU (g Zst

- B A5 7 A= e - Heb- 't 71EE 5014 Sote 193 high-impact)
Alf tjef AR S AlEE sl =S X AISkAL, ‘Al Action Plan’ oA A % -H7}-
QPAIE t=1] AH|A A8-Z 5= "H]= Al 7] A9 ojQ] Tt A U"S A
(White House, 2025)

85) Bishop (2025) “us—ai—action—plan” (ZA4L!: 2025.9.25.)

2 15. 0|3 NSAQ|
ot A|AHS
ZLMICH SXHAS(QR)
LNE 2P

ZX{: National Security
Agency/Central Security
Service. (2022) “NSA
Releases Future
Quantum-Resistant (QR)
Algorithm Requirements
for National Security
Systems” (ZAY:
2025.9.23.)

A7} 78t 23 9l3o] ZMH o] A 051
% IR ot i

- Alo|HHRY: Zero TrustE &4 Y202 Aol txE Aju|A Ul Qliie} Hlol S 733ls}
a1, Secure-by-Design (SbD) eI AISHE E415t0] 3-5-F&3 AA7|HE BokS 27
(Office of the President, 2025)

- OFLE Ok NSAS] CNSS AH 158 7|gto 2 7ot A A Ag WS AA|, A
o AFE A T3S Aot A sto] A 7]&9] 519 &S Aokl 9(NSA,
2025).

-9 AdolH ¢ SHES S7IREE. 5]l F&okal. Alo|H] Yt W glAa

Trus BE1AE E7HCISA, 2024)

NISTEHEZZ|eA74): Al A 9l 7l BES0] IA4|9A sjE qde -9

- A% 9 &5 Ao EeE 5l Q1) HOl=H(CISA)E ”JEE =g l"i—, 5, NSA
W {7714 QAE &3l A==t o], A3t 71&

THE COMMERCIAL NATIONAL SECURITY ALGORITHM (CNSA) SUITE 2.0

tifie

NIAP releases New equipment Prefer CNSA 20 option = Mandate legacy Require waiver and
protection profiles complies; older algorithm removal compliance plan
equipment complies for legacy
at next update implementations

3-2-2. REARKEV)

0|

o ?{E M X, £, 27 |[HSS X 2ot UL W7 XIS FT

- Al Act (2024.8), Cyber Resilience Act (2027.12 A& o|A) &8 & A|Zo =z tRg
S ks A5kE E312 FHEU, 2024).
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- EUE IRISQHEE 914 B4) 758 £43}5H1 BuroQCIFAH 541 Q1zZehete] 917,
UYL T AFe £ 4] olmal B =A(EU, 2023)

il

o YA ol HAA
- Al Act (8719 FA4) DAA AL 2024.8. 2HE — 2025.2. A3 U Al ZE]HA|
2L —2025.8. Herd O]F &8 — 2026.8. AHZ-L(EU 2024).

- AP A Y3] (Buropean Commission)T} 3] €= Fx FL2E 5a15| sFal 1o Al
Office - Z=3=-Al Board7} Zofst= o5 @8 +2& 9, Cyber Solidarity Act
2 EU v AYSES A=SHEU 2025)

3-2-3. 5=

o (M) CHat EEMH(2024) Q1X|H(cognitive warfare)- 22| (LIEE;/psychological
warfare) 74

3FE AU RAT w§ Al B A A1 ) AT U128 4T
AAROH, 1o 1% viAet 280t 0] S BES AA B SRS 2HHo=

O

A & A
SIS, S A7 |3 Ao mpEH, Eg A - A Al 919t A 221 JFE
2 Wy S A TR o) AFE oFlsl Y EES i g
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Ms. Ania - Senior Fellow, Carnegie Council of Ethics and International Affairs
X Kaé ell's on | Former Director of the United Nations Office for Disarmament Affairs in Geneva
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Committee of the Red Cross (ICRC)
- Director of the Research Division at the NATO Defense College (Rome)
Dr. Florence h . . ) . .
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=y - Managing Director, NATO Defence Innovation Accelerator for the North Atlantic
Prof. Deeph (DIANA)
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> Ms. Tanna
Krewson

- Subject Matter Expert in Cognitive Warfare, NATO Allied Command Transformation
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- Cognitive security, strategic communications, and information operations
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- Special Envoy on Digital Affairs at the Ministry of Foreign Affairs of Latvia
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THE EVOLUTION OF HYBRID THREATS AND

INTERNATIONAL SECURITY

FORUM SUMMARY

The World Emerging Security Forum (WESF),
launched in 2021, has become a pivotal venue
for fostering international cooperation to ad-
dress complex, cross-border security risks in
an era of rapid technological change. Building
on previous dialogues, WESF 2025 centered
on the theme “The Evolution of Hybrid Threats
and International Security,” reflecting growing
concern over strategies that blend military,
technological, informational, and economic
instruments to undermine stability and erode

public trust.

Held on September 8, 2025, in Seoul, the Forum
convened senior government officials, inter-
national organizations, industry leaders, aca-
demics, and media representatives to examine
how hybrid tactics exploit the seams between
peace and war, civilian and military domains,
and physical and digital environments. Discus-
sions underscored that hybrid threats no lon-
ger occupy the periphery of security debates:
they reshape the strategic landscape, demand
adaptive governance, and call for a deeper in-
tegration of societal resilience into national

and international security planning.
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SESSION I:

Cognitive Warfare: Countering
Disinformation and
Misinformation for Societal
Resilience

The opening session highlighted the intensification of cog-
nitive warfare, where malign actors use disinformation,
deepfakes, and algorithmic amplification to manipulate
perceptions and polarize societies. Experts analyzed how
adversaries exploit human psychology, data-driven target-
ing, and emerging Al tools to fracture social cohesion and
weaken democratic discourse. Participants emphasized
the need for comprehensive approaches - media literacy,
ethical standards for Al, and enhanced cooperation be-
tween governments, platforms, and civil society - to safe-
guard information integrity and build public resilience.

SESSION II:

Emerging Technologies and the
Threat Landscape: Persistent
Security Threats

This session examined how drones, artificial intelligence,
and quantum technologies are reshaping conflict dynam-
ics. Panelists assessed the democratization of airspace
through low-cost drones, the use of Al in intelligence, logis-
tics, and targeting, and the promise and perils of quantum
computing and communication. They warned that these
capabilities blur the lines between offensive and defensive
operations, complicate attribution, and expand the risk sur-
face for escalation. Discussions called for updated legal
frameworks, better counter-UAS measures, and robust civ-
i-military—private partnerships to anticipate and mitigate
these evolving threats.

SESSION Iii:

Resilience of Critical
Infrastructure:

Reducing Multidimensional
Vulnerabilities

The final session focused on the interdependence of es-
sential services - energy grids, transport, healthcare,
finance, and digital networks - and their exposure to cy-
ber and physical attacks. Presentations underscored that
resilience depends not only on technical safeguards but
also on governance, economic readiness, and communi-
ty-level adaptability. Case studies from Canada, Southeast
Asia, and Africa illustrated the value of public—private trust,
cross-border drills, and regulatory harmonization. Speak-
ers advocated embedding resilience in system design, ex-
panding cyber-insurance markets, and prioritizing capaci-
ty-building for developing states.

WESF 2025 reaffirmed the Forum'’s role as a hub for policy
innovation and practical collaboration. By linking the study
of hybrid threats to concrete measures - ranging from in-
formation integrity and technological governance to infra-
structure resilience - the event laid a foundation for cooper-
ative strategies that integrate ethics, security, and societal
trust in confronting 21st-century risks.
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Opening Session

Opening Remarks

Cho Hyun

Minister of Foreign Affairs, Republic of Korea

President Kwang Hyung Lee of KAIST, Excellencies, distin-
guished guests, on behalf of the Ministry of Foreign Affairs
of Korea, | would like to welcome each and every one of
you to this forum.

Human nature often resists change, but technology relent-
lessly drives it forward. In this hyper-connected world, ac-
celerating technology brings both unprecedented opportu-
nities and risks. Addressing these risks demands stronger
global governance and international cooperation, making
the expertise and commitment in today’s forum all the more
critical. These risks also justify the assistance of diplomats
in these discussions - who know actually nothing about
technology.

Today, power is measured not only by armies and territory,
but in ideas, information, and innovation. That is why this fo-
rum focuses on the rise of hybrid threats - a domain where
the battlefield is as much cognitive and digital as it is phys-
ical. Hybrid threats combine military and non-military ac-
tions. They are hard to detect and even harder to counter.

Recognizing the urgency, today’s event will explore three
key dimensions:

First, the battlefield of cognition, where disinformation turns
trust into target. Disinformation corrodes the foundation of
our trust-based democratic society. It sows division among
people and weakens confidence in institutions. This is a
new threat to our democracies. A single false narrative can
reach millions within hours. According to a survey in Korea,
over 80 percent of people view online false information as
a major threat. The rise of Al and deepfake technologies
magnifies this danger - producing fabricated reality so
convincing that truth itself is under siege. Every click, every
share, every manipulated image has the power to shape
perceptions and sway opinions.

Second, technology is redefining how conflicts are fought.
When | served as Korean Ambassador to the United Na-
tions in 2020 - together with Ambassador Heusgen - | wit-
nessed debates on the Nagorno-Karabakh conflict. For the
first time, the world realized that drones could decide the
course of war. Affordable, commercially available drones
revealed that traditional military superiority could be over-
turned by technology. That lesson applies on a larger scale
in Ukraine. Just a few days ago, we saw swarms of drones
attacking key buildings. Beyond drones, Al-driven analysis
compresses decision cycles from days to minutes. Quan-
tum computing also threatens to upend current encryption
methods. Together, these technologies expand the battle-
field beyond conventional physical spaces, creating new
vulnerabilities worldwide.

Third, critical infrastructure remains an exposed target at
the heart of our daily lives. Cyber or physical attacks on
energy grids, healthcare systems, water supplies, or trans-
portation networks can cascade into economic disruption
and global supply-chain instability. National security itself
can be jeopardized. Consider the vulnerability of undersea
Internet cables - a single act of sabotage could paralyze in-
tercontinental financial flows. These threats do not respect
borders; they are global in impact.
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The urgency is undeniable. Yet one of our greatest obsta-
cles in countering hybrid threats is the lack of shared under-
standing, compounded by the rapid pace of technological
and societal change. That is why international cooperation
is indispensable.

The Republic of Korea has actively advanced this agenda.
At the United Nations we spearheaded the first-ever reso-
lution on Al in military domains, affirming that international
humanitarian and human-rights law should be applied to
Al in military terms. We also led the resolution on new and
emerging digital technologies and human rights, empha-
sizing a human-rights-based approach for digital technol-
ogies. These efforts will continue through our Al initiative
at the upcoming APEC Economic Leaders’ Meeting in
Gyeongju, aimed at building Al capacity across all levels
of society.

As President Lee Jae-myung of Korea has emphasized,
when it comes to security, proactive prevention is more im-
portant than reactive measures. Our front line lies not only
in technological advancement or military capacity, but in
society itself - resilient citizens, discerning minds, safe-
guarded democratic discourse. These are our defenses.
Equally important is cross-sectoral collaboration - among
governments, businesses, and academia. Much of the in-
frastructure we rely on, and the innovation that drives prog-
ress, rests in private hands. Only through close cooperation
can we build resilience through policy coordination, knowl-
edge-sharing, and technology transfer.

| once told my fellow ambassadors in New York, when | was
about to leave: If | could speak about the world right now,
| would say that | were the captain of a plane announcing
that we are experiencing turbulence - so fasten your seat
belt. Indeed, we are vulnerable, but together we can nav-
igate it and find a way through. | look forward to the most
fruitful and engaging discussions in today’s forum. Thank
you very much.

Welcoming Remarks

Kwang Hyung Lee
President, KAIST

Good morning. I am Kwang Hyung Lee, President of KAIST.
It is my great honor to welcome you to the 2025 World
Emerging Security Forum, a gathering dedicated to ad-
dressing the future of global security. | extend my deepest
gratitude to Minister Cho of the Ministry of Foreign Affairs
and to all the esteemed guests who have joined us today.

The emerging security threats we face are no longer con-
fined to traditional military conflicts. Hybrid threats, created
by digital technologies and a hyper-connected society, en-
danger not only the core functions of a state, but also the
values of democracy.

To respond effectively, we need policy insights, a strategic
understanding of security, and close international cooper-
ation. Science and technology are the essential foundation
supporting every stage of security. As a center of transna-
tional cooperation, KAIST will advance research and dis-
seminate outcomes, leading the way in fulfilling our mission
to safeguard humanity.

Finally, | express sincere appreciation to everyone who
contributed to making this forum possible. May this gath-
ering serve as a solid foundation for cooperation toward
a peaceful and sustainable international order. Thank you
very much.
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Congratulatory Remarks

Karim Haggag

Institute (SIPRI) (Video Message)

Excellency Minister Cho, President Lee, distinguished
guests, ladies and gentlemen: It is a great pleasure to ad-
dress you at the commencement of the 2025 World Emerg-
ing Security Forum. While | very much regret not being able
to be with you in person, it is my distinct honor that my mes-
sage coincides with my first day as the incoming Director
of SIPRI.

The theme of this year's forum-hybrid threats and their impli-
cations for international security-addresses one of the most
critical and complex challenges facing today’s security en-
vironment. The complexity arises from the multifaceted na-
ture of hybrid threats: technological, political, military, and
informational. Al and advanced digital communications
enable massive disinformation campaigns that threaten to
undermine democratic processes and political stability.

Increasingly sophisticated cyber weapons pose a growing
risk to critical infrastructure across health, finance, trans-
portation, and energy. The nexus between new technolo-
gies-Al, quantum, additive manufacturing, space-based
systems-and the old technologies of WMD (nuclear, chem-
ical, biological) presents novel challenges. Risks of prolifer-
ation are increasing, undermining the normative and legal
restrictions of the global non-proliferation regime.

Pathways for conflict escalation have multiplied as new
technologies interact with weapons systems and deci-

Director, Stockholm International Peace Research

sion-making in unpredictable ways, potentially impacting
crisis and strategic stability profoundly. These challenges
unfold amid geopolitical instability, great-power rivalry, and
uncertainty in alliance frameworks. Conceptually, hybrid
threats are blurring long-standing distinctions: civilian vs.
military, war vs. peace, legality vs. illegality, conventional vs.
unconventional, state vs. non-state. Cognitive warfare and
grey-zone tactics are no longer concepts of the future; they
are realities of today’s battlefields.

The task before this forum is to assess the evolving chal-
lenges posed by hybrid threats while devising a holistic
response that brings together political, legal, technological,
military, and societal domains. Key questions include: best
practices for combining kinetic and non-kinetic responses;
how to build resilience in critical infrastructure; how to use
emerging technologies to enhance defense while avoiding
vulnerabilities of technological dependency; and how to
mitigate escalatory risks even below the threshold of con-
ventional war.

SIPRI is proud to be at the cutting edge of research on
many of these issues and to partner with MOFA and KAIST
in convening this event. | look forward to deepening this
partnership in the years ahead, building on what | am con-
fident will be a rich and insightful outcome of this year’s fo-
rum. Thank you.
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Christoph Heusgen

Good morning, excellencies, ladies and gentlemen. First, |
thank the organizing team-the Ministry of Foreign Affairs of
Korea, and partners KAIST and SIPRI-for the kind invitation.
| also congratulate the Ministry of Foreign Affairs team for
the perfect organization of this conference; it reminds me
of the G20 Summit in Seoul, which | attended as Chancellor
Merkel's National Security Advisor-equally well organized
and with important results.

Germany and South Korea have much in common: solid
democracies, close political and economic partners, com-
mitted to the United Nations and its Charter. Congratula-
tions on your UN Security Council membership and on the
September presidency-and best wishes to the foreign min-
ister, whom | worked with in 2019-2020. As he said, in this
world situation one has to fasten the seat belt.

After World War 1, Germany and Korea were divided.
Germany was fortunate to overcome this division; | hope
one day Korea will also be reunited. What were the driving
principles behind Germany’s policy leading to reunifica-
tion? First, communication-keeping lines open, advancing
humanitarian causes, building confidence; Ostpolitik was
a cornerstone. Second, targeted sanctions-then easier to
implement and harder to circumvent; they were decisive.
In 2019-2020, as Germany’s Ambassador to the UN, |
chaired the Security Council’s North Korea Sanctions Com-
mittee and tried to stay on a tough line-working closely
with your now Director-General for International Security

Co-Chairman, St. Gallen Symposium

Affairs, Yoon Jong-kwan. Russia and China blocked many
efforts, but they didn’t boycott the committee. Today, unfor-
tunately, they do-violating international law. Instead of par-
ticipating in the international effort to prevent North Korea
from acquiring nuclear weapons, Russia has engaged in
a close partnership with this brutal dictatorship, engaging
North Korean mercenaries in its war of aggression against
Ukraine.

Those countries that adhere to the UN Charter try never-
theless to keep sanctions in place. A third pillar is military
strength-democracy must be stronger than tyranny. Ger-
man reunification was possible because of military strength
and that of its allies. Today, however, strength needs a wid-
er interpretation; it's no longer limited to classical security
instruments. We need a wider vision, and here the theme
of our conference is timely: hybrid warfare, cybersecurity,
electronic warfare, drones, and social-media warfare. To-
talitarian countries are way ahead, as seen in systematic,
even industrial disinformation from the Kremlin and oth-
ers-undermining democracy as a global phenomenon.

To confront these new challenges, democracies and all
countries adhering to the UN Charter must work together.
Thanks again to MOFA for putting these challenges on the
forum agenda. | look forward to our discussions and re-
sults. Thank you very much.
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Teija Tiilikainen
Director, European Centre of Excellence for Countering
Hybrid Threats (Hybrid CoE) (Video Message)

Excellencies, ladies and gentlemen. It is a great pleasure
to address this distinguished forum and to stress the impor-
tance of its topic. Allow me a few words on the evolving in-
ternational security environment and, specifically, on hybrid
threats. | speak on behalf of the European Centre of Excel-
lence for Countering Hybrid Threats, located in Helsinki, an
expert organization among all 36 EU and NATO members,
with both organizations as key participants in our work.

The world is undergoing major geopolitical change. We
see growing competition for global leadership, which en-
hances risks and threats to our overall security and stability.
There is a lack of mutual trust among great powers and
members of the international community. A key dividing line
in this competition is between democratic values and au-
thoritarian rule-with the democratic model being weakened
as part of this confrontation.

As global competition gains the upper hand, new tools
are constantly developed to weaken competitors. We see
direct attacks on vulnerabilities of our democratic societ-
ies-against elections, the information space, critical in-
frastructures, and access to critical commodities. Almost
anything can be weaponized and instrumentalized-from
energy to migration to social identities-with the human mind
and cyberspace becoming battlefields.

This conflict is not limited by borders or governments; it

reaches our citizens and domestic spheres in dangerous
ways. Given the challenging environment, more coop-
eration is needed among democracies and like-minded
states-and among practitioners and experts. We must
learn from each other, share best practices, and enhance
the comprehensive resilience of our societies. We must
learn to recognize threats and prevent the exploitation of
our vulnerabilities.

| therefore welcome fora such as WESF and congratulate
it on a high-level program and participation. | wish you all
a stimulating and productive discussion. Many thanks and
have a nice conference.

Arnold Kavaarpuo
Executive Director, Data Protection Commission, Ghana

(Video Message)

Your Excellencies, distinguished delegates, ladies and
gentlemen, warm greetings from the people of Ghana and
indeed 1.4 billion Africans. It is an honor to join you virtually
in Seoul, a city where tradition meets modernity. It is fitting
that we gather at this global crossroads of culture and tech-
nology to deliberate on one of the most pressing issues of
our age: the evolution of hybrid threats and international
security.
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| congratulate the Government of the Republic of Korea
and the organizers for convening this timely forum-not just
a platform for dialogue, but a call to action. Since our in-
dependence in 1957, Ghana has positioned itself as the
gateway to Africa-not only historically as the first sub-Saha-
ran nation to gain independence, but symbolically as the
only country where the Equator and Greenwich Meridian
converge. Ghana stands at the crossroads of Africa’s past
and future. We have built one of the continent’s most stable
democracies and are writing one of the most encouraging
economic-recovery stories.

Hybrid threats are reshaping the security environment-blur-
ring lines between war and peace, domestic and interna-
tional. We have all witnessed their global cost: the NotPetya
(2017) cyberattack, costing over $10 billion; the SolarWinds
(2020) intrusion, which showed how supply chains can be
weaponized; and ongoing hybrid warfare in Ukraine, com-
bining cyber operations, disinformation, and kinetic force.
These threats can paralyze economies, undermine demo-
cratic institutions, and destabilize regions.

For Africa, these challenges are equally real. Disinformation
campaigns seek to influence elections and erode public
trust. Cyberattacks on mobile-money systems, on which
millions depend daily, threaten livelihoods and financial
stability. Disruptions to ports and sea cables can paralyze
trade and connectivity with rippling effects across entire
regions.

Africa is home to the world’s most youthful population-dig-
itally connected and innovative. This is our greatest strate-
gic advantage, yet also where hybrid threats strike hardest.
Young people are targeted by disinformation, radicaliza-
tion, and economic exploitation. If we do not act, the dem-
ocratic dividend that should drive innovation risks being
weaponized against stability. But if we succeed, Africa’s
youth will secure our continent and serve as a shield of re-
silience for the world.

Africa is not only a continent of vulnerabilities; it is a conti-

nent of solutions. A new generation of innovators is build-
ing platforms to strengthen financial systems, agriculture,
health, and governance. The AU Malabo Convention re-
flects our commitment to cybersecurity and data protec-
tion. In Ghana, data-governance reforms, open banking,
and trust and accountability are core to our digital econo-
my, making resilience a national priority.

The lesson is clear: No nation or region can confront hybrid
threats alone. These threats exploit the spaces between ju-
risdictions, the gaps between generations, and the divides
between regions. Our response must therefore be collec-
tive-grounded in stronger cross-border intelligence-shar-
ing, resilient infrastructure, and international norms to en-
sure emerging technologies are harnessed for peace. This
forum brings together bright minds and experienced lead-
ers. | look forward to learning, exchanging insights, and
carrying lessons back to Ghana and Africa-to strengthen
institutions, empower youth, and deepen our contribution
to global security.

The stakes could not be higher. If we fail to act, hybrid
threats will define international security by fragility and mis-
trust. If we act together, we can build a future anchored in
trust, resilience, and shared responsibility. Africa is ready.
Ghana is ready. The time for decisive collective action is
now. Thank you.
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Session 1: Cognitive
Warfare: Countering
Disinformation and
Misinformation for
Societal Resilience

Moderator:

Dr.Tae-Eun Song

Assistant Professor,

Korea National Diplomatic Academy (KNDA)

Dr. Song opened the first thematic session by describing
cognitive warfare as a contest over meaning, one that seeks
to manipulate perceptions, disrupt rationality, and corrode
trust. She noted that modern hybrid threats increasingly
exploit the information domain, blending disinformation,
psychological operations, and identity-based narratives to
destabilize societies. The advent of Al-generated content,
deepfakes, and micro-targeted influence has made these
operations faster, cheaper, and more precise. Dr. Song
framed the discussion around three questions: how cogni-
tive warfare is evolving as part of hybrid threats; what impli-
cations new technologies - particularly artificial intelligence
and neuro-tools - pose for information integrity; and how
governments, industry, and civil society can strengthen re-
silience without compromising democratic freedoms.

Tanna Krewson

Tanna Krewson, Strategic Advisor, Centre for Information
Resilience

Key Message

Hybrid threats exploit perception rather than
firepower—modern conflict is fought in minds and
identities, not just on physical battlefields.

Tanna Krewson began her remarks by noting that hybrid
threats today exploit one of the simplest truths of modern
conflict: it is often far more cost-effective to manipulate per-
ception than to deploy military force. In this space, hybrid
threats thrive below the threshold of open war, operating
where doubt, division, and distrust take root in societies.

Drawing from her experience in the development sector,
she explained that building societies often requires work-
ing at the grassroots level, meeting people where they are.
Malign actors, however, have learned to reverse this logic.
Instead of confronting governments through military action,
they target societies directly, breaking them down from the
ground up.

According to Krewson, when adversaries fracture trust in
institutions, fuel polarization, and erode social cohesion,
they can achieve strategic objectives without the need for
tanks or missiles. She pointed to Russia’s war in Ukraine as
an illustration. While kinetic action dominates the headlines,
the battle over perception has been constant. Narratives of
“liberation” or the “Nazi threat,” amplified by Al-driven tools,
shaped opinion across Europe. She added that similar dy-
namics are present in the Middle East, where narratives on
religion, sovereignty, and injustice are manipulated in real
time.
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She highlighted that China is pursuing a systematic ap-
proach, combining commercial AdTech, data collection,
and psychological profiling into what she described as “in-
telligentized warfare.” Violent extremist groups, she added,
are adopting similar methods, leveraging Al manipulation
to target societies.

Krewson argued that the traditional threat landscape is
rapidly evolving, and that emerging technologies, espe-
cially Al, are significant because of their intersection with
human psychology. She emphasized that people rarely act
through logic alone. Identity and emotion are more power-
ful drivers of behaviour.

She explained that effective manipulation target’s iden-
tity. For example, adversaries may exploit cultural values
around being a man, a mother, a Christian, or a citizen.
Questions such as whether one brings shame to their fami-
ly or whether one is seen as a leader in the community can
be powerful levers. Technology, she observed, now makes
it easier to pull these levers at scale, while making them
harder to defend against.

Krewson warned that algorithms often reward outrage and
grievance, as these emotions generate engagement and
profit for social media companies. She added that deep-
fakes, synthetic media, and tailored microtargeting, based
on detailed personal data, create an information environ-
ment where individuals disengage from fact-checking and
instead rely on what feels right to them—precisely the out-
come adversaries seek.

She then described her professional work. For the past
several years, she has worked with NATO to develop its ap-
proach to cognitive warfare. Beyond this, she has trained
militaries and advised governments on understanding
influence, building resilience against manipulation, and,
when necessary, operationalizing influence effectively. The
lesson across these settings, she argued, is the same: hy-
brid threats are central, not peripheral, to today’s security
environment.

She concluded by stating that hybrid threats have a pro-
found impact on international security because they move
the battlefield into societies, institutions, and even individual
identities. Emerging technologies, she stressed, act as ac-
celerants. Al does not invent these strategies, but it makes
them scalable and precise. Unless democracies adapt,
adversaries and malign actors will continue to gain advan-
tages at minimal cost while democracies remain reactive.

Jean-Marc Rickli
Jean-Marc Rickli, Head of Global and Emerging Risks, Gene-
va Centre for Security Policy (GCSP)

Key Message

The boundaries of warfare are dissolving—auton-
omous technologies and Al now serve as surrogates
in conflict, expanding the domain of hybrid warfare
and challenging traditional responses.

Jean-Marc Rickli began by explaining that the concept of
hybrid warfare is difficult to define in academic terms, since
different perspectives exist. What is important, however,
is the idea of ambiguity and the blurring of lines: between
peace and war, between civilians and the military, and be-
tween internal and external dimensions. This blurring, he
stressed, has a strong impact on how states respond to
potential attacks.

He noted that hybrid warfare can be conducted in different
ways, one of which is increasingly prominent: the use of
surrogates. Unlike proxy warfare, which was widely prac-
ticed during the Cold War through human groups fighting



124 Exploration of Emerging Technology-Driven Challenges &
Emerging International Security Issues and

Global Security Collaboration

on behalf of larger powers, surrogate warfare expands the
category to include technology. Surrogates create plausi-
ble deniability. He cited Crimea in 2014 as an example, re-
calling the “little green men” whose identities could not be
confirmed at the time, though they were strongly suspected
to be Russian soldiers. This ambiguity shaped how the situ-
ation was addressed.

Technology, he continued, now functions as a surrogate
actor in its own right. With the rise of autonomy and artificial
intelligence, Al can be weaponized in at least three princi-
pal ways.

e First, as an analytical enabler, it can process vast
amounts of data from multiple sources to generate
actionable intelligence.

e Second, as a force multiplier, Al enhances the preci-
sion and lethality of existing systems, exemplified by
drone warfare in Ukraine.

e Third, as a disruptive force, Al redefines the nature of
warfare itself, creating new domains of contestation.

He highlighted two disruptive uses of Al that are especially
significant. The first is in swarm technology, which he chose
not to elaborate on in detail. The second, more relevant to
the panel, is in disinformation and cognitive warfare. Unlike
traditional information warfare, which floods targets with
messages in the hope of influencing some of them, cogni-
tive warfare goes further. It aims to change the “software” of
the target by altering rationality itself.

According to Rickli, this means that the surface of risk is
expanding daily as new layers of vulnerability are added.
Addressing these risks, he argued, requires the develop-
ment of resilient systems and approaches to countering
hybrid threats.

Pierrick Devidal
Pierrick Devidal, Senior Policy Advisor, International Com-
mittee of the Red Cross (ICRC)

Key Message

Hybrid threats are not new - but digital transforma-
tion has amplified their speed, scale, and reach. To
respond effectively, societies must look beyond tech-
nology to the deeper political, economic, and ethical
forces that allow manipulation to flourish.

Pierrick Devidal began by acknowledging the difficulty of
discussing hybrid warfare, noting that, as Jean-Marc Rickli
had mentioned earlier, there is no single agreed definition.
The concept, he explained, has evolved in shape and form
over the years, making comparative analysis difficult and
leaving it unclear whether hybrid threats are intensifying.

He pointed out that there is also a cognitive bias at play,
where people tend to believe that current times are worse
than the past. This nostalgia bias, he argued, affects per-
ception and can even be instrumentalized to create fear
or justify political decisions. Such manipulation itself can
be seen as a form of cognitive warfare. He reminded the
audience that psychological operations and disinformation
are not new, citing the Romans, the Second World War, and
the Cold War as historical examples where hybrid forms of
conflict were intense.

What has changed, Devidal emphasized, is the qualitative
shift brought about by technological innovation. Advances
in technology have transformed not just the tools of hybrid
warfare but also its speed, scale, and impact. In the past,
societies existed within relatively secluded information
spaces that were tightly controlled by states and commu-
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nities. Building networks to influence and manipulate an
enemy’s population could take years. Today, however, any-
one with a computer and an internet connection can do the
same in minutes.

He argued that digital ecosystems are now central to the
problem. These networks are global, interconnected, and
extremely difficult to control, leaving people constantly ex-
posed to psychological and cognitive manipulation when-
ever they are online. Disinformation and psychological op-
erations, he observed, have even become legitimate and
lucrative business models.

Devidal warned that digital transformation itself has created
an environment conducive to hybrid threats. No longer is
there a need for armies of secret operatives. Instead, per-
sonal data can be purchased from obscure data brokers,
hackers can be hired on the dark web, or communities
can be manipulated directly through messaging services.
These tools can be used to create chaos, sow division, and
trigger violence. He stressed that whether these actions
are state-sponsored or conducted by loosely organized
groups, the same tools and techniques are available, and
they serve political, economic, or military goals alike.

To understand hybrid threats, he argued, one must look be-
yond the moral panic around disinformation and focus on
the deeper structural drivers. While technologies such as
Al are important, he cautioned against what he described
as the “finger-and-moon” problem: focusing too narrowly
on the visible technological tools while ignoring the under-
lying causes.

He identified several drivers of hybrid threats, emphasizing
that they:

e spread because digital dependence makes manipu-
lation easy and viral.

e persist because political and economic systems profit
from them.

e grow where social inequality and rights violations
erode trust.

e endure as legal and ethical safeguards weaken.
e And they thrive because some actors and corpora-
tions gain wealth and influence from these dynamics.
He concluded by urging that conversations on hybrid
threats must focus not only on the technological aspects
but also on the deeper political and economic interests that
prevent societies from developing the safeguards needed
to protect themselves.

Sarah Shoker

Sarah Shoker, Fellow, Berkeley Risk and Security Lab

Key Message

The challenge of Al-driven disinformation lies

not only in technological capability but in human
behavior - declining trust, fragmented attention, and
blurred boundaries between citizens and influence
operators.

Sarah Shoker shared her reflections on artificial intelligence,
particularly the rapid advancement of large language mod-
els, and noted that these technologies are distinct yet must
be understood in the context of broader global changes
over the past decade. Their distinctiveness lies in their vol-
ume, scale, speed, and ease of use. Unlike earlier technol-
ogies, they do not require specialized expertise in machine
learning. Anyone can use them, and a wide range of tools
are now available, including open-source alternatives ac-
cessible to the general public.

Shoker reminded the audience that misinformation and
disinformation are forms of labor. Someone must produce
them, and whether they are widely adopted depends on
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cost-effectiveness. At the same time, she argued, public
trust in democratic institutions has declined—sometimes
justifiably so. This growing distrust means that Al-generat-
ed media is not only the work of foreign influence operators
but can also be created by ordinary citizens dissatisfied
with their own governments. As a result, it is increasingly
difficult to distinguish between citizens legitimately engag-
ing in political expression and actors seeking to exploit or
undermine democratic societies.

She also highlighted the role of short-form content in shap-
ing today’s information environment. The recent rise of
30-second to one-minute videos represents a shift from
the longer recommendation-driven content of platforms
like YouTube. Users now spend hours scrolling through in-
finite feeds, creating conditions of information overload that
human cognition is ill-equipped to manage. Within such
an environment, it becomes nearly impossible to identify
anomalous or malicious pieces of content, such as those
planted by foreign influence agents. This, she warned, is a
significant risk to public literacy.

Shoker further pointed to political shifts in online content
moderation over the last one to two years. Attitudes toward
regulating or “policing” online information have changed,
making disinformation and misinformation moving targets.
This constant evolution, she argued, complicates efforts
by policymakers, governments, and civil society to reduce
public distrust or build coherent strategies against manipu-
lation, particularly across geographic boundaries.

She concluded by noting that these shifting conditions
make it increasingly difficult to establish clear, sustainable
responses to the challenges of Al-driven disinformation
and hybrid threats.

Following the presentations, Moderator Tae-Eun Song in-
vited the panelists to respond to several questions sub-
mitted by the audience in advance and posed additional
follow-ups to guide discussion.

Question 1

“The domain of cognitive warfare has established itself as
extending beyond the purely military sphere, carrying across
non-military threats and traditional modes of warfare. In your
view, what efforts and strategic directions should government
and the private sector pursue to effectively counter and operate

within this new domain?”’

Jean-Marc Rickli said governments must bring industry into
strategic thinking, since most tools for accessing the brain are
developed privately. He contrasted civil-military fusion in Chi-
na with changing attitudes in Western tech hubs, warned of a
US—China tech decoupling, and urged global governance and
ethical standards for neuro-Al and synthetic biology. Without

oversight, competition may erode safety.

Question 2

“In recent years there have been notable instances of cognitive
warfare in various countries and regions. From the perspective
of international security, which case do you regard as the most

significant, and what key lessons should be drawn from it?”

Tanna Krewson responded that the erosion of support for
Ukraine illustrates how influence on domestic audiences can
shape strategy. She traced the change in NATO debates since
2022 and said ChatGPT’s release made decision-makers real-
ize how fast manipulation could spread. Narratives undermin-
ing aid have shifted democratic choices, proving that cognitive

warfare threatens internal cohesion as much as external fronts
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Question 3

“What are your views on strategic approaches to cognitive
warfare - such as establishing an integrated task force - espe-
cially for South Korea?”

Tae-Eun Song answered that Korea needs not just a task force
but a permanent strategic-communication system. Agencies
should jointly collect and analyze threat data, define hybrid op-
erations, and issue coordinated messages at home and abroad,

including through Indo-Pacific partnerships.

Pierrick Devidal urged solutions that protect humanitarian neu-
trality, warning that disinformation campaigns endanger aid
workers and operations. Jean-Marc Rickli stressed foresight:
dismissing risks as “science fiction” delays action, just as flight
was once doubted because planes lack flapping wings. Sarah
Shoker, replying to a final audience question on education
policy, noted that Al literacy is high among youth, yet distrust
in democratic institutions persists; resilience also requires ad-

dressing social exclusion and insecurity.
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Session 2: Emerging
Technologies and the
Threat Landscape:
Persistent Security
Threats

Moderator:

Dr. Sibylle Bauer

Director of Studies, Armament and Disarmament, Stockholm
International Peace Research Institute (SIPRI)

Dr. Sibylle Bauer opened the afternoon session by noting
that emerging technologies are reshaping the character of
conflict, compressing the distance between innovation and
the battlefield. She framed the discussion as an effort to
map how drones, artificial intelligence, and quantum tools
are altering operational realities and strategic calculations.
Against a backdrop of geopolitical instability and contested
norms, the panel sought to understand both present chal-
lenges and forward-looking solutions.

Troels Emil Andersen Boe
Troels Emil Andersen Boe: Cyber and Tech Advisor, Office of
Denmark’s Tech Ambassador

Key Message

The rise of drones has not changed the nature of war
but its character -transforming security from a flat
battlefield into a contested, three-dimensional space
that challenges state sovereignty and civilian safety
alike.

Boe opened he remarked that if he had a dollar for every
time someone claimed that drones had changed the na-
ture of war, he would not be rich, but he would have many
friends who studied Clausewitz who would laugh at the
distinction. The point, he explained, is that drones have
not altered the nature of war, but rather its character. This
change, he argued, is visible in Ukraine and extends be-
yond the battlefield into the sphere of homeland security.

To explain this shift, Boe introduced the concept of spatial
security, which, in his words, reflects the movement of se-
curity from a two-dimensional plane to a three-dimensional
volume. His interest in this idea began years earlier, when
he was an election observer in Ukraine after the revolution.
At that time, he learned that the OSCE used drones to ac-
cess areas blocked off by unidentified “little green men.”
This highlighted how drones could reach places inacces-
sible to human observers, sparking his reflection on the
broader implications of aerial accessibility.

Boe outlined four interrelated dynamics shaping the new
era of spatial security.
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¢ First, the democratization of airspace.

He explained that drones have dramatically lowered
barriers to entry. Where once aviation required state
budgets, logistics, and complex organizational struc-
tures, today the entire system “fits into a backpack.”
Commercially available drones now allow virtually
anyone to access airspace—whether for legitimate
or malicious purposes. Because airspace cannot be
sealed with fences or walls, intent becomes invisible,
and the same open sky is now shared by hobbyists,
activists, criminals, and states alike.

¢ Second, the cat-and-mouse race of counter-drone
operations.
Boe observed that NATO members are struggling in
this domain because air defense capabilities were
neglected for decades. Drone technologies evolve
rapidly, while countermeasures lag behind. Options
such as kinetic destruction are often impractical in
urban environments, and electronic warfare may
disrupt civilian communications. Consequently, rules
governing drone use serve more as principles than
enforceable laws, creating regulatory gaps that ad-
versaries exploit.

¢ Third, the challenge drones pose to state sover-
eignty in low-altitude airspace.
He cited multiple real-world incidents to illustrate how
drones complicate protection of critical infrastructure
and symbolic sites.In Copenhagen, for example,
drones were used for industrial espionage, peering
into a law firm’'s windows on the 11th floor. In Sweden,
unidentified drones appeared over nuclear facilities
and the royal castle following Russia’s 2022 invasion
of Ukraine—yet police could not identify or appre-
hend the operators. These cases, he noted, show
how difficult attribution heightens public unease and
undermines confidence in state capacity to secure
the skies.

¢ Fourth, the materialization of spatial security in
physical environments.
Boe recalled that as early as 2020 he had used ex-
amples such as Arctic research stations, greenhous-
es, and even science-fiction moon bases to illustrate
how physical enclosures might emerge as defensive
responses to aerial threats. At the time, this seemed
speculative. Yetin Ukraine, such enclosed volumes of
air have become tangible: tanks covered with cages,
roads shielded by nets, and entire facilities protected
against overhead attacks. These developments mark
the architectural manifestation of spatial defense.

Boe concluded with a warning: the tactics developed in war
zones Wil inevitably migrate into civilian contexts. Drones
are so accessible that even children can penetrate military
airspace, which makes the threat posed by intentional ma-
licious actors even more serious. He pointed to recent re-
ports of drones spying on military transports to Ukraine and
sightings near offshore oil facilities in Denmark.

His final point was that societies must begin preparing for
this new reality. Building psychological resilience and doc-
trinal preparedness is essential to deal with the emerging
challenges of spatial security, as the line between wartime
and civilian use of drones continues to blur.
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Andrew Reddie

Andrew Reddie: Associate Research Professor of Public
Policy, University of California, Berkeley

Key Message

Artificial intelligence is already embedded in military
operations, but its growing influence exposes new
vulnerabilities rooted in data quality, automation
bias, and overreliance on machine judgment.

Dr. Andrew Reddie opened his remarks by framing to-
day's security environment as suspended between two
eras—"halfway between trench warfare and science fic-
tion.” In this space, he argued, artificial intelligence (Al)
has become both a strategic asset and a structural risk for
modern militaries.

He began by clarifying that Al is not a monolithic concept.
Rather, it spans three overlapping categories:

e “good old-fashioned Al,” rooted in rule-based sys-
tems and symbolic reasoning

e technologies that have been retrospectively labeled
as “Al” to attract investment or policy attention

e enuinely new and transformative applications in ma-
chine learning and automation

For his presentation, Reddie focused on the second and
third categories - Al technologies that are already devel-
oped, deployed, and operationally relevant. While discus-
sions about future possibilities five or ten years ahead are
valuable, he emphasized that Al is already shaping the
battlefield today.

¢ Situational Awareness and Intelligence

Reddie highlighted that the most widespread military
applications of Al lie in situational awareness, not au-
tonomous weapons. Despite popular focus on “killer
robots,” the core of Al's military utility remains in intelli-
gence, surveillance, and reconnaissance (ISR).

He explained that increasingly sophisticated sensor
networks—in orbit, at high altitude, and beneath the
sea—are transforming strategic stability and ear-
ly-warning systems. Al-powered signal and anomaly
detection algorithms can, for instance, identify an ob-
ject moving at 11.2 kilometers per second as a prob-
able intercontinental ballistic missile (ICBM).

He also noted that cyber defense has been revolution-
ized by Al. Algorithms now detect and patch network
vulnerabilities far more rapidly than human operators,
enhancing resilience across digital infrastructures.
However, he cautioned that this dependence intro-
duces new points of failure, since maliciously manip-
ulated data can subvert the very systems designed
to protect.

e Decision Support and Operational Planning

Reddie next turned to decision support systems, a
domain he described as central to current defense
innovation. Although some soldiers quip that they
“would prefer reliable email systems to advanced Al,”
he observed that militaries continue to invest heav-
ily in tools that optimize logistics, predictive mainte-
nance, and command decision-making.

¢ Automation Bias and Ethical Risks

Moving to kinetic applications, Reddie acknowl-
edged that lethal autonomous weapons dominate
policy debates. He referenced the Future of Life In-
stitute’s well-known video dramatizing automation
bias, where a soldier repeatedly follows Al-generated
recommendations without question. The scenario, he
argued, captures one of the deepest ethical and op-
erational risks: that human operators may surrender
judgment to machines in moments of uncertainty or
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fatigue.

He underscored that Al's effectiveness is limited by
the quality and availability of training data. Conflict-re-
lated datasets remain incomplete, inconsistent, and
often contextually outdated. Even widely used re-
sources - such as SIPRI's military databases or the
Correlates of War project - lack granularity at higher
levels of escalation. This absence of real-world exam-
ples, Reddie warned, makes it impossible to reliably
model the dynamics of major-power conflict or nucle-
ar signaling.

¢ Vulnerabilities and Strategic Implications

Drawing on his own experience as a war game de-
signer, Reddie expressed concern that policymakers
underestimate these data limitations. Al is being em-
bedded in command-and-control systems without
sufficient scrutiny of how it performs in crisis condi-
tions, where incomplete information, adversarial ma-
nipulation, and data poisoning are likely.

He stressed that trust and reliability must therefore
be treated as core components of military readiness.
The same systems that improve intelligence gather-
ing and targeting efficiency can also introduce cas-
cading errors if compromised.

In his conclusion, Reddie emphasized that while Al is al-
ready being integrated into military operations, it simulta-
neously introduces new vulnerabilities. These include risks
such as adversarial manipulation and data poisoning,
which undermine trust in even relatively accepted applica-
tions like intelligence and surveillance. The challenge, he
warned, is to ensure that systems can be trusted to function
reliably in the uncertainty of conflict. This issue, he conclud-
ed, remains one of the most pressing concerns for both
policymakers and militaries.

Michal Krelina
Michal Krelina: Associated Senior Researcher, Stockholm
International Peace Research Institute (SIPRI)

Key Message

Quantum technologies represent both an extraor-
dinary scientific frontier and an emerging security
challenge - poised to transform encryption, naviga-
tion, and sensing long before they reshape computing
itself.

Dr. Michal Krelina began acknowledging that quantum
technologies, among those being discussed at the forum,
are perhaps the most mysterious. Their enigmatic nature,
he remarked, makes them both tempting and heavily sur-
rounded by hype. He explained that when most people
hear the term “quantum technologies,” they think of quan-
tum computing and its potential to break today’s encryption
systems. Yet this, he stressed, represents only a fraction
of what quantum technologies encompass. Broadly, they
refer to technologies that function on the principles of quan-
tum mechanics, though they span diverse purposes and
applications.

He described how quantum computing is widely known
for its potential to undermine asymmetric encryption used
in current communication systems. However, he argued
that more interesting applications may emerge in other
domains, such as chemistry, where quantum computers
could simulate chemical behaviours beyond the capabil-
iies of conventional computers. Optimization problems,
too, could be transformed. He acknowledged that while
there is hype around the intersection of quantum and ar-
tificial intelligence, there is no definitive proof yet that such
combinations will deliver advantages, at least not in the im-
mediate future.
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Krelina then turned to quantum communication, highlight-
ing South Korea’s advanced position in this field. Along
with China, South Korea is one of the only countries with
established standards for quantum key distribution already
in practical use. He explained that this progress points to-
ward the eventual creation of a “quantum internet,” offering
services beyond secure communication, including highly
precise timing distribution. Quantum sensing and metrol-
ogy, he noted, could provide accuracy far beyond what
current technologies deliver.

He emphasized quantum sensing as perhaps the most im-
mediately relevant technology. While quantum computing
may only become practical in ten years or more, and quan-
tum communication is still in testing stages, quantum sens-
ing could be deployed within one or two years. He pointed
to the Ukraine conflict, where satellite navigation has often
been jammed, as an example of where quantum naviga-
tion could provide a decisive advantage. These technolo-
gies, he explained, work at the scale of individual electrons,
atoms, and molecules, which makes them fragile but also
transformative in how information is transferred, processed,
and secured. Rather than delivering entirely new weapons,
quantum advances will strengthen existing systems, such
as improving navigation and surveillance for drones or en-
hancing Al performance in fields like linear algebra.

Krelina referenced a report he co-authored in July titled
Military and Security Dimensions of Quantum Technolo-
gies. He summarized several key findings from that work.
The first major concern is encryption. Quantum computing
could indeed break today’s cryptography, though signifi-
cant efforts are already underway in developed countries
to deploy quantum-safe systems. He cautioned, however,
that if developing countries lag in adopting these protec-
tions, cyberspace could become asymmetric, allowing
advanced states with quantum computers to access clas-
sified information from weaker states.

Another important application is navigation. Magnetic-aid-
ed and gravity-aided navigation requires global maps of
anomalies in the Earth’s magnetic and gravitational fields.

Satellites, he explained, are critical for building such maps,
making them a strategic asset. States with the ability to gen-
erate and control this data will hold a significant advantage.

He noted that quantum technologies are inherently du-
al-use, with potential for both civilian and military applica-
tions. His own interest began a decade earlier, when dis-
cussions about defense applications, particularly sensing,
were already prominent. He identified supply chains as a
persistent challenge. Many quantum technologies require
cryogenic cooling and rare materials such as helium-3,
which is a byproduct of nuclear weapons programs and
thus extremely scarce.

Krelina also reflected on the unique relationship between
fundamental research, applied research, and commercial
development in this field. He described quantum technol-
ogies as unusually dynamic, with breakthroughs in basic
science rapidly moving into applied domains. Yet, at the
same time, he warned that research into the security impli-
cations of quantum technologies remains underdeveloped
and underestimated.

He concluded with a broader warning. Public debate of-
ten frames quantum technologies as either beneficial or
military-driven. In the mid- to long-term, however, the real
issue will be their accessibility. As quantum systems be-
come cheaper and more widespread, the risk of misuse
by non-state actors will increase. He emphasized that so-
cieties tend to overestimate the short-term effects of new
technologies and underestimate their long-term impacts.
For this reason, he argued, it is essential to examine both
the positive uses of quantum technologies and their poten-
tial exploitation by adversaries.

He ended his remarks by stressing the need for deeper un-
derstanding of quantum technologies, both for their prom-
ise and for their risks.
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Hitoshi Nasu
Hitoshi Nasu: Professor of Law, United States
Military Academy, West Point

Key Message

The nature of war remains constant - lethal, brutal,
and destructive - but technology is transforming

its character, accelerating its tempo, and widening
access to tools of conflict beyond the control of states.

Prof. Nasu, Turning to the subject of hybrid warfare, em-
phasized that modern technologies are changing the char-
acteristics of warfighting but not its nature. The nature of
war, he explained, remains constant: it is lethal, brutal, and
destructive, inevitably causing casualties among both ci-
vilians and service members. No matter how technologies
reshape the methods of fighting, this essential nature does
not change. What technology is doing, however, is altering
the speed and tempo of warfare.

He referred to observations made by Troels Boe regarding
the widespread use of low-cost drones, which, when com-
bined with high-fidelity sensors and big data analysis pow-
ered by artificial intelligence, are accelerating the pace of
conflict and reshaping the battlefield. Defense leaders and
commanders, he said, are closely watching conflicts such
as those in Ukraine and Gaza. Their analyses increasingly
highlight the importance of dispersal, deception, and the
use of attritable assets in future conflicts. This recognition
is driving efforts to explore both technological and doctrinal
solutions in these areas.

Nasu stressed that militaries no longer have a monopoly
over modern technology. As Bge also observed, these
technologies are widely accessible to the general public.

This accessibility means that individuals now have the
ability to commit acts of violence with far greater destruc-
tive effect than ever before. The combination of advanced
technological capabilities and their widespread availability
create conditions that malicious actors can exploit, leverag-
ing socio-technical vulnerabilities in society to wage hybrid
warfare.

Drawing on his previous research, Nasu identified three
structural conditions that determine the effectiveness of hy-
brid warfare:

e Technological capability: the availability of advanced
tools that enable low-cost, high-impact operations;

e Use of intermediaries: militias, proxies, or surrogates,
including non-state actors

e The target state’s adherence to the rule of law and
accountability.

Prof. Nasu concluded by warning that if technology con-
tinues to enable hybrid threats to succeed, the trend could
spiral downward. The more effective these tactics appear,
the more states and malicious actors will be incentivized to
adopt them. This, he argued, represents one of the central
challenges in addressing hybrid warfare today.

Following the presentations, Moderator Sibylle Bauer in-
vited the panelists to engage with several audience-sub-
mitted and moderator-framed questions, focusing on the
intersection of Al, autonomy, and law in modern warfare.
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Question 1

“Biases and limitations of Al systems were mentioned, includ-
ing Israel s Lavender program. Could you discuss how biases af-

fect Al targeting, and what safeguards or baselines are needed?”

Andrew Reddie explained that bias is a feature, not a bug:
every model reflects the choices made during training and
fine-tuning. The problem in military contexts is the lack of
a performance baseline for novel systems such as Lavender.
What mattered most in that case, he said, was not automation
itself but how states defined legitimate military targets and ci-
vilian-casualty thresholds.

Building on this, Hitoshi Nasu noted that in military settings,
training data are curated and labeled internally, so concerns
differ from those in civilian Al. Still, law must address how
decisions are made and verified.

Reddie added that governments often rush to adopt Al for
targeting without clarifying training data quality or oversight.
Proper metrics and governance are essential before fielding

such tools.

Question 2

“A question for Mr. Boe: what systems could prevent or de-es-
calate major conflict - cyber capabilities, autonomous systems

- and, if deployed, what safeguards should accompany them?”

Troels Emil Andersen Boe described how autonomous drone
swarms can create a “fog of death,” saturating airspace and
acting as a form of non-nuclear deterrence. While they could
discourage aggression, they risk becoming weapons of mass
destruction if left unchecked. He stressed the need for inter-
national humanitarian law (IHL) as a guardrail, plus rigorous
cybersecurity to prevent hijacking or accidents. Democratic
oversight and clear alignment between political aims and
technology developers were also essential to avoid reckless

escalation.

Question 3

“Why is there a time lag between technological development

and policy or legal responses, and how could it be narrowed?”

Hitoshi Nasu argued that law is not always behind; the Gene-
va Conventions and principles on new weapons already oblige
states to ensure compliance, even for tools not yet invented.
International humanitarian law can fill regulatory gaps in ad-
vance.

Andrew Reddie agreed, saying verification makes technical
arms-control regimes difficult. Governance will likely evolve
through behavioral norms, Track-2 and Track-1.5 dialogues,
and incremental agreements rather than sweeping treaties.
Adding a technological dimension, Michal Krelina added that
quantum technologies offer a rare chance for anticipatory reg-
ulation, since deployment is still limited. He used submarine
detection and quantum navigation as an example of a “cat-and-

mouse” stability problem needing early study.

After the Q&A, Andrew Reddie highlighted the importance
of integrating expertise across domains - Al, drones, quantum
- and connecting policy and technical communities. Michal
Krelina encouraged policymakers to act on quantum issues
before they become operationalized. Hitoshi Nasu urged par-
ticipants to critically reflect on legal advice and craft creative
arrangements to address hybrid threats. Troels Boe closed by
linking technological democratization to the need for strong

democratic participation and trust.

A7k 7]k 8 90| TR Bto| By 135
-

I =
I EE T

Session 3: Resilience
of Critical Infrastructure:
Reducing
Multidimensional
Vulnerabilities

Moderator:

James Sullivan

Director of Cyber & Tech, Royal United Services
Institute (RUSI)

James Sullivan opened the forum’s final session by situat-
ing critical infrastructure at the heart of contemporary secu-
rity debates. Building on themes from the first two sessions,
he cautioned against excessive pessimism about technol-
ogy, urging participants to embed democratic values into
design and governance. Yet, he warned, hospitals, pow-
er grids, transport systems, and undersea cables remain
exposed to cascading threats. Cyber intrusions, ransom-
ware, outdated software, and accidental outages - such as
the recent Red Sea cable damage affecting global cloud
services - illustrate how vulnerabilities span technical, or-
ganizational, and geopoalitical dimensions. Responding re-
quires “multi-dimensional strategies,” from regulation and
incentives to diplomatic levers and cross-sector partner-
ships.

Gillian Frost
Gillian Frost: Director General for Cyber, Critical Technology
and Democratic Resilience Bureau, Global Affairs Canada

Key Message

Protecting critical infrastructure requires a
whole-of-society approach -integrating public-pri-
vate cooperation, cross-border coordination, and
resilience planning - to confront malicious cyber
activity that directly threatens national security.

Gillian Frost began her presentation by emphasizing that
critical infrastructure sits at the intersection of technology,
economy, and society. It not only relies on digital systems
but also enables them, creating multiple, interconnected
vulnerabilities at the core of modern life. Against this back-
drop, she outlined four interrelated dimensions of resilience:

e Cyber threats to critical infrastructure,

e Collaboration between states and the private sector,

e Cooperation among states to mitigate malicious cyber
activity

e Strengthening international protection frameworks.

She warned that cyber incidents - whether caused by ma-
lign actors, human error, or system malfunction - can have
profound economic, political, and societal consequences.
State-sponsored cyber threat actors, she said, are target-
ing critical infrastructure networks in Canada and allied
countries both for espionage and to prepare for possible
disruptive or destructive operations in the future. She cit-
ed Salt Typhoon as an example of a major global cyber
espionage campaign that implicated Canada among 80
affected states. Canada, she noted, had been working do-
mestically and internationally with partners to respond to
these threats.
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Frost underlined that when several states share the same
vulnerabilities, the risks increase for all. These campaigns,
she continued, destabilize cyberspace, increase the risk
of miscalculation, and aim to sow panic and distrust with-
in civilian populations. Over the past decade, Canada has
intensified efforts to protect critical infrastructure. The first
step, she explained, is to clearly define what constitutes
critical infrastructure. In Canada, it refers to processes,
systems, facilities, technologies, networks, assets, and
services essential to health, safety, security, economic
well-being, and the effective functioning of government.
She described this as a complex web that spans provinc-
es, territories, and international borders.

She pointed to a 2023 survey showing that 100 of the 193
UN member states had published their own lists of critical
infrastructure sectors, with energy, information and com-
munications technology, transportation, finance, public
services, and health being the most common. At the UN,
she noted, discussions continue on voluntary, non-binding
norms to protect critical infrastructure during peacetime.
She argued that a threat-by-threat approach to protect-
ing critical infrastructure is insufficient. Instead, the focus
must be on resilience, regardless of which specific threats
emerge.

Moving to her second theme, Frost highlighted the impor-
tance of whole-of-society engagement and collaboration
between states and the private sector. Such partnerships,
she argued, are essential because it is impossible to pre-
vent all cyber intrusions. Canada’s 2025 National Cyberse-
curity Strategy commits to this approach, with the creation
of the Canadian Cyber Defense Collective, which brings
together public and private partners to address national
cybersecurity challenges, policy priorities, and operations.
Governments, she said, need the latest insights from indus-
try and academia to inform effective policy. Building trust
is central, both between public and private partners and
between governments and citizens. A trusting relationship
ensures more effective coordination and communication
during cyber incidents and encourages partners to report

intrusions rather than concealing them.

Her third theme addressed cooperation to mitigate mali-
cious cyber activity. Frost argued that innovation and cy-
bersecurity are not mutually exclusive but mutually reinforc-
ing. She explained that Canada faces a major shortage of
cybersecurity talent, producing fewer than 4,000 graduates
annually against a demand of up to 25,000 roles. This gap,
she warned, threatens both economic stability and public
safety. To address it, Canada is investing in advanced re-
search, digital innovation, and skills development to grow
its domestic cybersecurity industry. She highlighted that
robust incident response frameworks reduce remediation
costs, improve efficiency, and support economic resilience.
Canada’s federal cyber incident response plan, led by
Public Safety and the Canadian Centre for Cyber Security,
coordinates responses and ensures situational awareness
across government.

Finally, Frost addressed international collaboration. She
emphasized the importance of partnerships, legislation,
and information sharing to strengthen the protection of crit-
ical infrastructure. She referenced Bill C-8, proposed legis-
lation on cybersecurity, which includes mandatory incident
reporting to improve understanding of the threat landscape
and enable more effective defensive action. Canada is also
working closely with international partners to promote the
UN's 11 norms of responsible state behaviour in cyber-
space and to combat cybercrime. This includes publicly at-
tributing malicious cyber activities to specific states, when
necessary, a practice Canada has used against actors
such as China in relation to Salt Typhoon.

In conclusion, Frost stated that malicious cyber activity
against critical infrastructure represents a direct threat to
national security, requiring governments to act in order to
protect their populations and interests. By strengthening
cooperation, sharing information, and working together,
she said, states can build resilience to malicious cyber ac-
tivity and enhance their protection of critical infrastructure.
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Allan Cabanlong

Allan Cabanlong: Regional Director for Southeast Asia Hub,
Global Forum on Cyber Expertise (GFCE)

Key Message

Building resilience in critical infrastructure requires
a multidimensional approach - integrating technical,
economic, legal, and social strategies - to ensure
societies can withstand, absorb, and recover from
cascading cyber-physical disruptions.

Allan Cabanlong emphasized that resilience in critical in-
frastructure is not merely a technical issue but also an
economic, social, and legal challenge. Speaking in his ca-
pacity as Regional Director for Southeast Asia at the Global
Forum on Cyber Expertise (GFCE), he shared observations
from the region, where interconnected vulnerabilities ex-
pose societies to cascading risks.

Cabanlong explained that today’s critical infrastructure—
including energy grids, transportation systems, financial
networks, health services, and digital platforms—are no
longer insulated from one another. They are interdependent
and exposed to hybrid threats. A ransomware attack on a
hospital, for example, can escalate into a national securi-
ty crisis. A disruption in energy supply can ripple outward
to trigger financial instability. Disinformation campaigns
during infrastructure outages, he added, can erode public
trust and paralyze effective response.

He stressed that true resilience cannot be reduced to fire-
walls or technical safeguards alone.

Cabanlong detailed how risks manifest across multiple
layers:

e Cyber-technical vulnerabilities - including sup-
ply-chain compromises, outdated industrial-control
systems, and Al-driven attacks—threaten the opera-
tional backbone of infrastructure.

e Economic disruptions can cascade across sectors,
undermining trade, production, and investor confi-
dence.

e | egal and governance gaps - fragmented policies,
outdated regulations, and disputes over data own-
ership and cloud storage - slow response and blur
accountability.

e Social vulnerabilities amplify crises when misinforma-
tion fuels panic and public confidence erodes.

Because of these intertwined risks, Cabanlong argued,
cybersecurity alone cannot deliver resilience. Nations
must strengthen the broader economic, legal, and
social foundations that underpin technical defense.

Cabanlong outlined four pillars essential to modern resil-
ience strategies:

e Technical Fortification and Modernization: integrating
cybersecurity into digital-transformation projects, pro-
tecting operational technologies, building redundan-
cy, and investing in real-time Al-powered monitoring.

e Cross-Sectoral Collaboration: ensuring governments,
industry, academia, and civil society work together
under the principle that no single actor owns resil-
ience.

e Economic Preparedness: strengthening continuity
planning, cyber insurance, and sectoral risk-sharing
models that help operators recover after major dis-
ruptions.

e Community-Level Adaptability: extending resilience to
citizens and communities through public awareness
campaigns, community drills, and trusted communi-
cation channels that sustain confidence and prevent
panic.

“Resilience,” he said, “is not only about withstanding and
absorbing attacks, but about recovering and adapting fast-
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er than adversaries expect.”

Cabanlong then reflected on best practices and lessons
learned from the ASEAN region and globally. He noted that
ASEAN countries are working to harmonize cyber norms
and build regional incident response collaboration, with the
ASEAN Cyber Cooperation Strategy as a key framework.
Member states are developing stronger critical infrastruc-
ture protection laws and policies and sharing practices
through platforms such as the ASEAN Ministerial Confer-
ence on Cybersecurity, the ASEAN Regional Forum, and
annual events like Singapore International Cyber Week. He
also highlighted the European Union’s progress through
the NIS2 Directive and the Cyber Resilience Act, which es-
tablish minimum standards across member states. South
Korea, he observed, stands as a model of technological
leadership and whole-of-society preparedness. Within this
global ecosystem, the GFCE acts as a platform for cyber
capacity building, helping countries, particularly develop-
ing nations translate frameworks into practice.

Looking ahead, he identified three priorities for internation-
al cooperation. The first is the development of integrated
strategies that embed legal, economic, and social resil-
ience into technical infrastructure protection. The second
is cross-border exercises and simulations, noting that ASE-
AN already conducts periodic cyber drills and collaborates
with partners such as South Korea’s KSPO, the Asia-Pacific
Cybercrime Hub, and the World Bank to build regional ca-
pacity. The third is continued capacity building and knowl-
edge sharing to ensure that no country or community is left
behind in the global resilience equation.

He concluded by emphasizing that resilience is not built
in isolation but cultivated through trust, collaboration, and
adaptability. A multi-stakeholder approach, he argued, is
essential, and as threats grow more complex, societies’
ability to withstand, absorb, and recover will depend not
only on systems but also on solidarity.

Adewale Peter Obadare
Adewale Peter Obadare: Founder & Chief Visionary Officer,
Digital Encode Limited

Key Message

True resilience begins with the health of digital in-
frastructure. Most cyber incidents are not caused by
sophisticated attackers but by outdated, unprotected
systems that lack intelligent, adaptive defenses.

He began by defining cybersecurity as the state of well-be-
ing of any digital asset. By this definition, he argued, many
critical infrastructures are in poor health. Most incidents in-
volving critical national infrastructure, he observed, are not
the result of advanced cyberattacks but of outdated and
unprotected systems. He referred to the case of Maersk,
the global shipping company, which suffered a major ran-
somware incident. At the time, its core systems were still
running on Windows XP, an operating system that Microsoft
had already stopped supporting. This made the compa-
ny an easy target. Similar conditions exist across energy,
aviation, transport, and water sectors, where organizations
often treat core applications as untouchable “black boxes”
and fail to modernize the systems on which those applica-
tions depend.

From his consulting experience in aviation, he recalled be-
ing asked to assess a platform and finding the same weak-
ness. The application itself was functional, but it operated
on outdated systems still running Windows XP. He noted
that operators tend to focus investment on proprietary ap-
plications that drive their sectors while neglecting the un-
derlying infrastructure that supports them. This imbalance,
he argued, creates systemic vulnerabilities.
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Obadare organized his analysis around four interdepen-
dent pillars—architecture, design, implementation, and
operation.

e Architecture, he said, is the blueprint that defines
systemic integrity. “If the architecture is flawed,” he
explained, “no policy or strategy can compensate.”

e Design determines resilience. Poorly designed sys-
tems multiply risks, as demonstrated in the Colonial
Pipeline Incident in the United States, where an out-
dated VPN system opened the door to a national dis-
ruption.

e Implementation is frequently undermined by overreli-
ance on third-party vendors who deploy solutions but
fail to transfer knowledge or accountability to opera-
tors.

e QOperation depends ultimately on people. Without
proper awareness and training, even well-built sys-
tems fail under pressure. Human error and social
engineering, he warned, remain the most common
entry points for attackers.

He stressed that resilience requires strength across all four
areas. Yet, many infrastructures lack what he described as
“cybersecurity intelligent caution,” the ability to detect and
respond intelligently to threats. He described three levels
of intelligence that should be embedded into systems.
Augmented intelligence provides real-time awareness of
attacks as they happen. Anticipatory intelligence allows
prediction of likely threats before they occur. Assistive in-
telligence ensures that actions are taken correctly, by ask-
ing whether organizations are doing the right things, doing
them the right way, and ensuring that they are completed
effectively. These layers of intelligence, he explained, are
largely absent in many critical infrastructures.

Obadare concluded by observing that most national poli-
cies and strategies only describe what should be done but
do not explain how to do it. He urged governments and op-
erators to move beyond high-level frameworks and devel-

op practical guidance for implementation. He suggested
that the forum should produce recommendations focused
on “how to do” rather than only “what to do.” He ended
by thanking the audience and underlining the urgency of
improving resilience in critical infrastructure.

Joanna Kulesza

Joanna Kulesza: Assistant Professor, Department of Interna-
tional Law and International Relations, University of Lodz,
Poland

Key Message

International law remains the foundation of stability
in both the physical and digital realms. Rather than
being outdated, it continues to evolve as a living
instrument for governing cyberspace, emerging tech-
nologies, and future domains such as outer space.

Joanna Kulesza emphasized the importance of interna-
tional law and cautioned against dismissing it, warning that
such an approach would be dangerous. Since 1945, she
explained, international law and international organizations
have helped maintain peace, particularly in Europe. As a
Polish scholar, she acknowledged her bias but highlighted
that institutions such as the European Union, the Council
of Europe, and the North Atlantic Treaty Organization had
been instrumental in keeping Europe stable for nearly
eighty years.

Turning to cyberspace, Kulesza observed that internation-
al law has been applied to cyber issues for roughly two
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decades. She referred to the recent final report of the UN
Open-Ended Working Group, which concluded its work in
July, coinciding with Korea’s release of its official position on
the application of international law in cyberspace. Korea’s
document was the thirty-third such declaration by a sover-
eign state and joined similar positions expressed by inter-
national organizations, including the African Union and the
European Union. These statements, she explained, clarify
how states interpret principles of international law in relation
to malicious cyber operations.

She outlined several key principles contained in Korea’s
position. This included state responsibility, a principle cod-
ified through years of judicial practice and elaborated by
the International Law Commission. She also highlighted the
debates on sovereignty, noting that while China often refers
to cyber sovereignty, in Europe the concept is expressed
through digital or technological autonomy. For Europe, sov-
ereignty also extends to protecting critical infrastructures
such as satellites. Kulesza further emphasized the principle
of due diligence, explaining that states have an obligation
to safeguard their societies and their partners by taking
measures to prevent cyberattacks.

Kulesza explained that these principles are reflected in the
UN Open-Ended Working Group’s final document and will
continue to be developed through a newly established per-
manent mechanism. States will reconvene in March 2026
to discuss responsible state behaviour in cyberspace.
While the consensus achieved at the UN level was signif-
icant, she noted that it was imperfect. States praised the
emphasis on capacity building, but some experts sought
more extensive discussion of international law.

She then turned to a European example. The European
Union has developed what it calls the “cyber diplomacy
toolbox,” which provides diplomats with guidance on inter-
preting and applying international law in response to cyber
threats. This framework also includes a system of cyber
sanctions, a measure that has attracted considerable in-
ternational attention. For Kulesza, this demonstrated that

international law is not abstract theory but a practical tool
for diplomacy and security.

Looking ahead, she suggested that similar frameworks
might be needed for outer space. With growing security
concerns in space, she argued that the principles of the
Outer Space Treaty should be clarified and applied to new
threats, potentially through a “space diplomacy toolbox.”
Finally, she connected contemporary debates to lessons
from history. On the eightieth anniversary of the Potsdam
Agreement, she and her colleagues published a call urg-
ing the development of a normative framework for auton-
omous weapons systems. The goal, she stressed, was
not to ban such systems outright but to ensure that human
judgment remains central when human life is at risk. Au-
tomated decision-making, she argued, must stop when
lives are at stake. She compared this initiative to the 1955
Einstein—Russell call on nuclear non-proliferation and sug-
gested that a similar process could help address emerging
technologies.

Kulesza concluded by affirming that future progress must
be grounded in trust and capacity building. Drawing on her
experience working in academia and with young people,
she stressed the importance of building knowledge and
resilience for addressing both cyber threats and emerging
security challenges.

After the panel presentations, Moderator James Sullivan
guided a brief question-and-answer segment, posing
questions collected from participants in advance and invit-
ing the panelists to share their perspectives on international
cooperation and resilience in critical infrastructure.
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Question 1

“Weve spoken about choosing suppliers
and living in a world where you ‘fasten
your seatbelts.’ Joanna, from a European
perspective, how reliable a partner is the
United States in cyber and technology co-

operation?”

Joanna Kulesza replied that, despite tur-
bulence, long-standing international legal
safeguards act as “seat belts” for cooper-
ation. She acknowledged U.S. political
challenges but noted similar unpredict-
ability elsewhere. The rules and regimes
developed over 80 years - diplomacy,
law, multilateral forums - provide stabil-
ity even during disruptions. She stressed
that governments, academia, business,
and civil society must work together to
sustain reliability and a safe future.
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Question 2

“Could you share how Canada is managing
tensions or uncertainty in its relationship with

the U.S., especially on cyber and technology?”’

Gillian Frost said Canada’s partnership with
the U.S. remains deep and practical, rooted
in geography, trade, and shared infrastructure.
She cited the Canada—U.S. Cybersecurity
Action Plan (2022) covering incident man-
agement, information-sharing, and public
awareness. Cross-border infrastructure, joint
law-enforcement, and intelligence cooperation
make resilience a shared imperative. She add-
ed that bilateral mechanisms often enable fast-
er coordination and mutual assistance during
cyber incidents, complementing Canada’s
broader engagement in multilateral fora. Frost
added that Canada and the U.S. also coordi-
nate in the UN, G7 cyber groups, and other
forums, maintaining dialogue even amid po-

litical fluctuations.

Moderator Sullivan closed the session by
thanking the panel and audience, observing
that the discussion highlighted how critical
infrastructure sits at the heart of national and
international security. Adversaries, he said,
exploit it to gather intelligence, stage opera-
tions, or undermine democratic confidence.
Strengthening technical standards and sharing
best practices globally remain essential to de-

fending open societies.
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Closing Session

Lee Tae Woo
Ambassador for International Cyber Affairs of the Ministry of

Foreign Affairs of the Republic of Korea

Distinguished guests, ladies and gentlemen, as we con-
clude the 2025 World Emerging Security Forum, | wish to
extend my deepest gratitude to all our speakers, panelists,
moderators, and participants from across the globe.

Your insights and contributions have made this gathering
both rich in substance and meaningful in spirit. Through-
out today’s sessions, we have addressed some of the most
urgent challenges confronting the international community.

First, we examined the growing complexity of cognitive
warfare and the urgent need to safeguard truth and trust in
an age of disinformation.

Second, we explored how emerging technologies - from
drones to artificial intelligence to quantum - are reshaping
the threat landscape, bringing both historic opportunities
and profound risks to global security.

And third, we reflected on the resilience of critical infrastruc-
ture and the shared responsibility to reduce vulnerabilities
that could disrupt not just essential services but the very
stability of our societies.

The discussion was sobering yet also inspiring. They re-
minded us that hybrid threats are not distant or abstract
- they are immediate, evolving, and deeply interconnected.
At the same time, this forum has shown us that when gov-
ernments, academia, the private sector, and civil society
come together, we can chart creative and credible ways
forward.

First held in 2021 and now marking its fifth edition, the World
Emerging Security Forum has reaffirmed its role as a pivot-
al platform for dialogue, knowledge-sharing, and coopera-
tion. Each year, we strengthen our collective understanding
of emerging threats and sharpen our ability to respond with
unity and purpose. For the Republic of Korea, this affirms
our commitment to advancing responsible governance of
technology, to deepening global cooperation, and to con-
tributing our knowledge and expertise to strengthening re-
silience.

Ladies and gentlemen, as we close, | encourage you to
carry forward the spirit of collaboration that has defined
this forum. Let us continue to exchange ideas, build trust,
and strengthen partnerships. For hybrid threats cannot be
confronted in isolation; they demand sustained coopera-
tion, enduring solidarity, and a shared vision for peace and
stability.

| thank you all once again for your active participation and
dedication. We look forward to your continued engagement
and support in future discussions under the framework of
the World Emerging Security Forum.

Thank you very much.
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